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Thesu.S. Army iS attempting to Standardize short-range 
air defense command and control procedures. The Reliatle 
STING Early Warning System has been selé€cted 4s ore of the 
rodels for this standardization. This thesis analyzes the 
memmacbtle STING concept te determine the degree to which it 
Satisties the users” requirements for air defense command 
ana control informaticn and tC determine potential 
Enhancements to increese the effectiveness of its early 
warning Canali liste s:. Analysis is based Uron an 
imemylr ication Of the users and e determination cf their air 
defense intormatioxr requirements. The system's ability to 
wey vue DpOovemtlal vaskue cir informaticn resources, to 
Eepieshy tmese neem@s, 1S the measure of its effectiveness. 
Peepeeeo Saiternatives are directed at providing near-term, 


low-risk solutions to identifiea deficiencies. 
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I. INTRODUCTION 


A. BACKGROUND 

The U.S. Army is presently undergoing tremendous change. 
This change is evident in the new eguirrent teing developed 
and tlielded, in new dectrine and tactics designed tc take 
full advantage of equiprent capeboilities, and in new force 
EyeructUre that maximizes the ettectivemess of that doctrine 
Migmetaecics. Ihe focus of this change is the division, with 
the greatest emphasis on the armored and mechanized divi- 
eihons . 

some of the rost significant changes are aimed at the 
eeyvision air detense. These imprecvements are directed at 
comsecting two major deficiencies: 


o Insufficient numbers otf air defense weapons to adequately 
Memeoma the divicion from air attack. 


Oo Inadequate command, control, ana communications (C3) to 
@z@ectively emoloy these short range air detense 
(SEORAL)! assets. 


Velo manual BOC-5 staves that, 


feommedert army cam Expect tc>win in battle unless its 
reneuver forces Operate undér a cohesive, extensive, 
robile urbrella ot modern air defense. [Ret. 1] 


-_— oe om oe oe oe oe ow cee es) awe es) = ew ae awe 


ltwo terms are generally used to identify divisional air 
defense assets: SHCRAD and MANPAD. MANPAD (Man Portable 
Air Detense) reters tc Redeye and Stinger. SHORAD identi- 
Pes ure remeinder of the short-renée weerpons: Vulcan ena 
Meneteraiee Or the Lurcrcse ct this thesis, the term SHOREL 
memeber used to identify all cf the divisicral AD assets. 





1. Insufficient Numbers 
There are many programs directed at providing more 
extensive, mobile, and S@medern salir defense. Stinger, 
Patriot, ODIVAL Gun, Roland, and others concentrate on 
Perrecuing the first dervici@acy by providing higher qual i ty 
eyoucms to be deployed in support of the division. Ungor— 
tunately, the inproved lethality and additional weapon 
systems, combined with the growing number of aircraft 
operating over the division, increases the demands placed 
upon existing SHORAD command and control procedures. OP alta 38 
é S system capable of maximizing the effectiveness of the 
new weapon systers is deployed, the goal of cohesive SHORAD 
eeepeaerense will be remain elusive. 
2. Inadejyuate Command, Control, and Communications 
This lack of effective CS has a negative impact upon 
a SHORAD fire units’s ability to engage aircraft. To date, 
fire units have been forced tc depend upon: 
o Visual search and recognition procedures. 


o Manually transmitted ccmmand and centrol and long-range 
early warning information. 


o Limited short-range early warning from a single source. 
These tactors combine to limit the effectiveness of SHORAD 
assets. 

The Army’s development of the SHORAD Command end 
Control (SHORAD-Cz2) System represents an attempt to correct 
bans CS problem. With initial operational capability 


rlanned for 199¢+, deployment of this system will follow the 
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majority of the new weapons presently under development. As 
a Teseit, an interim solution to the SHORAD C3 problem is 
needed. The Army intends to meet this need with the Manual 
BHORAD Control System (MSCS). Hae wconcept for the MSGS, 
which was published in the latest change to the Army’s 
SHORAD field manuals, represents an attempt to standardize 
the approach tc SHORAD command and control. [Ret. 2] 

The Manual SHCRAD Control System is intended to de 
an evolutionary system. Development will progress through 
three stages en route to the fielding of the automated 
SHCRAD-C2 System. The first stage, the basic MSCS, utilizes 
existing SHORAIT assets. The second stage, an improved MSCS 
(IMSCS), is designed to increase the operational capability 
cf the basic system by adding improved high frequency 
mato Ine third stage combines additional equiprent, per- 
Sonnel, and procedures to preduce an enhanced version of the 
Seyevem (EMSCS). (Ret. 3] 

The enhanced MSCS will be patterned after the Reli- 
able Swift Target Identification Notification Grid (STING) 
System developed by the Yth Infantry LTivision (ID), at Ft. 
Lewis, Washington. Supporters ot Reliable STING believe 
that it offers the best manual solution to the SHORAD early 
warning/command and control problem. Reliable STING“s capa- 
bilities, which extend far beyond early warning, were 
ae@ronstrated during REFORGER “81 ina test to compare it 


with the vasic MSCS. 
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B-. PURPOSE 

This thesis will examine the Reliable STING concept to 
denenmbme: 

o The degree to which Reliable STING satisfies the users’ 
requirements for command and control information, with 
Gaphasis On early wernine information. 

o Potential enhancements to increase the effectiveness of 
Reliable STING’s early warning capabilities. 

Ge) WPPROACH 

Although Reliable STING provides information to a 
variety of elements ranging from the division staff to 
aqeployed maneuver units, this study will focus on the air 
G@erense information needs of the SHORAD fire units. The 
perrormance ofr the Reliable STING Early Warning System will 
feoeemenuated in terms of its impact upon fire unit effec- 
tiveness. 

Geapcrer Il will provide the reader with a description of 
the Relieble STING concept. This description is intended as 
background information and will not include any analysis. 
egewecpird chapter will build upon the d@scription of Reli- 
_adle STING by identifying the system’s users and their air 
aqefense informetion requirements. 

Chapter IV examines the information resources available 
to a SHORAD early warning/command and control system. The 
PMtOmmeGion provided by these resources wlll be compared to 
the users’ requirements to determine its potential value. 


ie mimeeniecraone@r will them analyze the value of air defense 


ES, 





infcrmaticn provided tec the user by Reliable STING, again in 
terms of the users’ information requirements. 

Chapter VI will compare the results ot the two previous 
Chepters to identify any elements of air defense information 
whose value is either improved or degraded by system pro- 
cessing. The precessing performed by the system will then 
be examined to determine the functions responsible for any 
change in invormation value. Enhancements, directed at 
Poemraiuns near-term, low-risk solutions to identified defi- 


ciencies, will be preposed. 
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Il. RELIABLE STING DESCRIPTION 





In 1977 the ccmmander of the Yth Infantry Division 
instructed his air detense officer, the commander otf the 
SHORAD tattalion, to improve the division’s air defense 
Capabilities. Four major deficiencies were identified: 

c Inadequate air detense artillery coverage. 
o The lack of an early warning system. 


c The lack of an effective division airspace management 
system. 


o Unrealistic air detense training scenarios. [Rer. 4] 
Many ideas were explored and numerous concepts were exam- 
ined. The most prosperous of these concepts, Reliable 
STING, addressed the second deficiency noted above, the lack 
of an early warning system. 

Reliable STING has been reported as having exceeded the 
goal of providing early warning information. It attempts to 
decemerish tour objectives: 


O Provide SHCRAD and other divisional units rapid air 
defense early warning information. 


Oo Improve the airspace management through close coordina- 
i alceyel with the division airspace management element 
(DAME). 


Oo Provide air defense warnings, rules of eéngagement, and 
special weapons control measures tc SHORAD and other 
divisional units. 


© Frovide SHORAD and otker divisional units with emergency 


alert information (NBC warnings, enemy airmobile opera- 
mers .. CLC. ) 


et 





eo weemw these objectives, a combat information system wa's 
created (see Figure 1). Reliable STING links anti-aircraft 
search radar, airspace management/tlight coordination ele- 
ments, and air e¢detfense headquarters to provide the inputs 
required by this information system. These inputs are then 
rrocessed by the information center. Air defense informra~ 
tion is provided es Output to the users over a division 
Oroadcest network. The users are those divisional elements 


that cesire information concerning the air battle. 


SENSOR AIRSPACE FLIGHT COMMAND 


TRACK MANAGEMENT CONTROL AND 
REPORT INFORMATION /COORD CONTROL 


INFORMATION 
CENTER 





BROADCAST 


NETWORK 
TO USERS 


DIVISION 
USERS 


Yigure 1. Reliable STING Farly Warning System 





Ie 





A. SENSORS 
Reliable STING ’s early warning function requires timely 
data concerning aircratt flights over the division area. 
That information, in the form of target data (track 
reports), is provided by four sources: 
c Forward Area Alerting Radar (FAAR). 
0 High-to-medium~altitude air defense (HIMAD - Hawk for the 
Yth If) or Air Force Forward Air Control Point (FACP) 


rader. 


Oo Air Force Airborne fHarly Warning and Control System 
(AWACS). 


0 Visual sightings by triendly aviation elements. 
Fach ct these information sources along with its input are 
discussed below. 
1. Forward Area Alerting Radar 

Kight FAAR sections are organic to é division SHORAD 
battalion. Organized into one radar platoon, these sections 
provide shert-range early warning information. The sections 
Pemmeoeployed FO Erowmide erfective coverage of the division 
Meeadeanag tc supplement Eawk radar coverage. Under the Reli- 
able STING concert only four of the FAAR sections are 
cperated at any time. These four active secticns pass track 
reports directly to the information center, the Air Battle 
Management Operations Center (ABMOC), using standard radio 
(voice) transmissions. The FAAR sections originate the 
majerity of the reports which are processed by the system. 
maroc personnel control the positioning and operation of the 


FAAR sections. 


it, 





2. HIMAD/Air Force Radar 
Information concerning long-range tracks is provided 
by the Hawk battalion that supports the division (doctri- 
mally divisions receive direct support from a Hawk battalion 
assigned to the air detense organization in support of 
corps) cr by the nearest Air Force control facility. This 
is accomplished by an Air Detense Coordination Section trom 
the SEORAD battalion (ADCS - one officer, cne NCO, and three 
enlisted) which is deployed to the Hawk unit or to an Air 
Force Forward Area Control Point (FACP), Control and Report- 
ing Point (CRP), or Control and Reporting Center (CRC), when 
Hawk is not available. Air Force target information is 
received by tne Hawk battalion over the AN/TSQ-73 Missile 
Minder System (a CZ system connecting HIMAD units to the 
nearest Air Force CRC). 
5S. Airborne Karly Warning and Control System 
Long-range track information can also be provided by 
AWACS. Leployed pricr to the positioning of FACP’s or to 
extend coverage teyond their Limits, these aircraft can pro- 
vide excellent lceng-range early warning. The 9th [D has 
received direct support from AWACS aircratt during field 
training exercises. 
eee pe ndliy Avietion 
The division’s Flight Coordination Center (FCC) is 
the fourth source of track information. Aircraft flying 


[iesaons in surport of the division maintain contact with 


a0 





the (FCC). An operations cell from the FCC deploys with the 
ABMOC. This cell provides critical information concerning 
pemendiy air cperations. Aircraft Sightings reported by 


pilots are also forwarded to the ABMOC. 


B. EARLY WARNING DATA TRANSMISSION 

men defense €arly warning data is transmitted, within 
the Reliable STING system, in the form ot track reports (see 
Table I). Each track report contains data obtained through 
the visual Sighting or electronic detection of an aircraft. 
Memeres include aircraft identification, location, size 


(number ot aircraft), track designation, and aircraft type. 


TABLE I 


Kxample Track Rerort 


ELEMENTS OF INFORMATION EXAMPLE 
WO eniwretee GION. se 66.606 ccaetiae a ee « sel Le 


Prk DESUGNSTOR ... sae... Onc ob SoS oF 047 
BN MeO IN ey ist'e 2a; Jarv eae ca ouete ce leie oueiieis: & cote. cous JERSEY 5-5 
SUG. SIGIR Ss oe Mino Oe 5 6 GE oc ONE AIRCRAFT 
AMPA rT TY PR..3...- See neie) sh eel sien eee nol min Osment 


Location is the most difficult element of target infor- 
Mation to pass within Reliable STING because the FAAR 
Meeurens, the ADCS, and the ABMOC each operate on different 


hem enence SyStems. fhe “Air “Force, Hawk, and other HIMAD 





systems specify locations in terms of the World Geographic 
Reference System (GEOREF). The ABMOC and its users utilize 
the Universal Transverse Mercator System, with a map. scale 
of 1:°50,200. The FAAR sections operate on an absolute sys- 
tem, in which targets are located relative to the radar. 
Without a common reference system track information could 
not be passed accurately and quickly between elements. A 
common grid reference is provided through the use of a dev- 
meewcalted the SHORAD Grid. 

The SEORAD Grid System is essentially a 420 element 
Matrix (2¢@-by-20) used tor reporting target locations. Each 
eeeement Of the matriz is a 10—by-10 km Square with a dis- 
tinct name, JERSEY tor example. The names are arranged in 
Peeeceeuicel order from left to right and top to bottom. 
mae edges of Sach square are subdivided into 1¢@-1 km incre- 
femeses 101s ailews the reporting of locations with an 
accuracy of 1 km. An aircraft located in the center of JER- 
SEY would be announced as, JERSEY &-5 (see Figure 2). 

Tne matrix covers a 2@¢-by-2¢@ xm Square, an area “(far 
larger than a standard divisicn area of operations. The 
Weroc Grients the grid over the operating area and reports 
PaGemmcoordinates cf the center to all eléments that are 
involved in the Reliable STING operation. Individual units 
mecmmomiy that porticn of the grid that cowers their area oc 
Meeretons. It is significent to note that the entire divi- 


sion may cover less than 25 of these squares. 
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Figure 2. SHORAD Grid 





Heameoperators overlay their display scope with an acetate 
SreevecoOnteining the grid aesignators tor the portion of the 
matrix that is covered by their radar (Figure 3). The ADCS 
corbines the SHORAD Grid System with a GECREF overlay to 


previde a means of converting from one system to the cther. 
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Figure 5. FAAR Display With SHORAD Grid Overlay 


Mme rajorimty of the early warning track reports are 
transmitted tc the ABMOC over five VHF/FM radio links 
(nets). Cne of these nets is utilized by the ADCS and the 
remaining four support the radiating FAAR. Each cf the FAAR 
channels is uséd exclusively for thé transmission of track 
reports to the ABMQC, operated as one-way charnels. Opera- 
Duem@eecontrol of the FAWR secticons is conducted on a 
separate ABMOC operations net. 

Long-range track reports are transmitted to the ABMOC on 


the air detense coordination net (ADCN). The ADCS also uses 


a4 








the ADCN to transrit commana and control directives, 
exchange coordination information, and receive track reports 
from the ABMOC. The ABMOC notifies the ADCS of tracks that 
threaten Hawk elements (targets that may not nave been 


detected by Hawk radar due to masking). 


C. NON-FARLY WARNING INPUT 

In addition to track reports,the Reliable STING system 
réceives and processes other information originating from a 
aumoer Of sources. This intormation can be categorized as 
either coordination, emergency alert, cr command and control 
information. 

Paewcordination Intorration 

Two elements perform extensive coordination with the 
merOoc: the DAME and the FCC. The DAME is responsible for 
ranaging the use of the division’s airspace. This responsi- 
bility involves intertacing between the division staff, the 
air defense commander (ADO) and his steff, the corps 4air- 
Beteceumanasement Element, air torce renresentatives, and the 
ABMOC. The DAME provides the ABMOC with information con- 
cerning maneuver operations, friendly/enemy situation, and 
Bre opace control measures. 

The FCC monitors triendly air operations over the 
division. Mipcom 1S ekULeme ly lupOrbanwmaor  -rliegd ly nel— 
heomuermopetrations. Since their attempts to utilize nasking 
terrain will prevent FAAR and Hawk from maintaining ccntinu- 


ous surveillance. The FCC can assist in identifying these 





aircraft if they are not identified when they are detected 


eyerriendly units. 


2. Kkmergency Alert Intormation 
Nuclear, Biological, and Chemical (NBC) warnings, 
enemy airmobile alerts, and electronic warfare threats are 
examples of emergency alert informatior. PHE oma jority “ew 
these reports originate or are transmitted through tne divi- 
Sion tactical operaticns center. The DAME passes these 
reports to the ABMOC. Suspected enemy airmrobile operations 
may be detected and monitored by the ABMQC. 
Oo. Command and Control Information 
Reliable STING receives air defense ccmmand and con- 
trol information from two sources: the regional air defense 
commander and the division ADO. The regicnal air cefense 
commander prescribes the rules of engagement (hostile cri- 
teria and weapons control status), states of alert, and air 
defense warnings. These directives are disseminated through 
command and control channels an Air Defense Ccordination 
Section (ADCS - one officer, one NCO, and down to the Eawk 
battalion and/or tne DAME. They are then transmitted tc the 
ABMCC. Mipwets oo from the division ANG ere T,received from the 


Deareeor the SHORAD battalicn tactical operaticns center. 


D. ABMOC 
The ABMOC is the heart ot Reliable STING, ferforming 
four functions which chéracterize the centralized nature of 


the system: 











o The ABMOC receives track reports from both short and 
long-range sources identified above. 


o It consolidates these reports to f~roduce a ‘picture of 
Omeedivisien air tattle. 


oe itwatvempts to correlate the track reports with Enown air 
operations to increase the value of the report. 


c While these actions are taking place, the ABMOC is 
Comtinuously transmitting air defense early warning 
informaticn te the entire divisicn. 

The functions identified above ere all perfcrmed manu- 
py . The ABMOC operation centers around three plexiglass 
plotting toards: amain plotting board, a long-range plot- 
ting board, and a friendly aviation board (see Figure 4). 
Bach board contains a diagram of the current division oboun- 
Marites = dnd has the SEORAD Grid etched into its surface 
(1:102,00@ scale on the long-range board and 1:£&@,2828 on the 
friendly aviation and main plctting bdcards). 

iheme-ranhee tracks that pose a thréat to the division ere 
miei plotted on the long-range board. The rain plot- 
meoewboard is emly @9-by-70 km and many of these tracks are 
Smrsrce its coverage. tals ene ceaqure md SOs reauces Tac 
nurber of tracks that must te maintained on the main plot- 
mide. board. Noweraircrattsdapprcoacuatme GuvislOon,sOreit the 
Mmeral track repcrt from the ADCS is over the division, the 
track is transferred to the main plotting board. The main 
wioverme board ccnutains the tracks of all unknewn and enemy 
aircraft detected over or near the division’s area of 
responsibility. The trierdly aviation board coateins aelell 


the information the AEMOC has concerning friendly air 


rake 





operations (air corridors, ongoing missions, preplanned mis- 
Sior information, etc.). Tracks are plotted and updated by 


PIVveErplhotters. 


FAAR Plotters 


OO OO 


ae 2a ee 
PLOTTER 


OC MAIN PLOTTING BOARD 


LONG-RANGE FRIENDLY 
BOARD S C) & AVIATION 
BOARD 


OIC TELLER AIR OPS 


Figure 4. ABMOC Operations 


One plotter monitors the ADCN and maintains the long- 
Benmee plotting board. The Other werlOtterss work tne mein 
Protwrrne board, monitoring one FAAR each. The plotters mark 
the location identified in the track report on the back of 
muempodrd. iif the report is an update of a freviously 
memermred =brack, the point is connected by 4 line tc the last 
reported location. The update reports provide the actual 
“track which can be analyzed ty ABMOC personnel to predict 


an aircratt’s heading. 





Pesitioned where they can observe all three boards are 
the Officer-in-Charge (OIC)/Operations Officer and the NCC- 
in-Charge (NCOIC)/Teller. The OIC and NCOIC correlate the 
information on the three boards. Unknown tracks are com 
pared to known air operations, in an attemrt to e¢etermine 
possible identification. The OIC is responsible for the 
entire Reliable STING ocperation, to include: determining 
meen cowerage and positioning, controlling FAAR search 
operations and managing the flow of air defense early warn- 
moe intoOrmation to the div¥ision. The NCOIC acting as the 


Teller, transmits the track reports to the division’s users. 


KE. DIVISION AIR DEFENSE EARLY WARNING NET 

Reliable STING transmits informaticn te its users over 
the Division Air Defense Early Warning (DADEW) Net. To 
Bmeadenm itS users, the ABMOC simultanecusly transrits doth 
VHF/FM and HF/AM signals. The FM signel is intended for 
those e€lerents deplcyed near the ABMOC, while the AM signal 
is received by three retransmission séctions. FEéch of these 
Sections maintains an HF/AM receiver which is patched to 4 
VHT/FM transmitter. The incoming signel is received on tke 
HF/AM receiver and retransmitted to users over the U#BYF/FM 
Pransmitter. The retransmission stations ere positioned 
where they can support the the majority of the divisional 
meensei with priority to SHCHAD and maneuver units. 

The track rerort (Table I) is also used as the format 


BorebeoewWelnformation. DADEW track repcerts include the same 


eo 








beepes Of information as the sensor reports. One additional 
eleren t Of  2mFormation is included in track updates: 
predicted heading (eight cardinal directions are used, 


north, northeast, @ast, e@etc.). 
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III. USER INFORMATION REQUIREMENTS 


The first step in enalyzing the performance of Reliable 
STING is to determine the information requirements cf the 
systems users. Information requirements will be ordered 
from the most basic need to those elements of air defense 
information that support optimum user performance. Tas 
Searels) Identification of the users, theirwissions, the 
ower tney must counter, and the air defense information 


meer require to accomplish their missions. 


TABLE II 


System Users 


CATEGORY DECISION MAKER TYPE OF DECISION 
i} ADO LONG-RANGE PLANNING 
2 DAME, SHORAD CMD MANAG EMENT/COCORDINATICN 
o FIRE UNITS OPERATIONAL 


a. TeneuSERS 

Any individual that makes use of information provided by 
remreaele STING is considered a system user. #& list of 
eouemeial users could include the entire division. Theoret- 
feally, anyone with a VHF/FM receivér tuned te the preper 
meeouency tay TOnitor the division air defense early warning 


pet. These information consumers can be placed into one ef 





three categories based upon the types of decisions they make 
(see Tabdle II). [Ret. 5] The decisions that the air defense 
eeements in €ach of these categories make, result from their 
position within the division air cetense organization. 

c CATEGORY I - Long-Range Planning Decisions. 


pemiitSt Category is comprised of the division air 
@emense officer (ADO) and his starf. The ADO is tasked 
with providing sufficient air aefense support to allow 
the division commander to achieve his goals. He and his 
staff must analyze the enemy/ftriendly situation, the 
objectives of each side€, and the status of frienaly air 
iememse a5sets. All this must be accomplished before the 
air battle begins. 


o CATEGORY II - Manegement and Coordination Decisions. 


The SHORAD Leadership (battery and platcon) ard the divi- 
Sion airspace management element (DAME) are concerned 
fomuoeone imelberentation of the plans and frocedures esta-— 
Eiesemea Dy tne ADO, they are included in the secend 
category. The TAME attempts to effectively manage the 
division’s airspace by making decisions concerning the 
Cocmearunation cf air derense and alr support assets. ane 
SEORAD commend elements are involved in the management cf 
maenem cCrimary resource, air defense fire power. 


Cu ceeumeOnry ITIIl — Cperaticnal Jecisions. 
The third category is made up of the SHORAD fire units. 
Their major concerns are not planning, management, or 
Soopdination. The fire units make decisions concerning 
immediate threats to themselves end the units/assets they 
are defending. 
This examination will focus on the information needs of 
Mme Operational users, the SHORAD fire units. These are tne 
elements that Reliable STING was designed to Support. Their 


eieporty is the primary goal of the present systen as well, 











B. THE SHORAD MISSION 

An understanding of the SHORAD fire units” role in the 
defense of the division is a precursor to analysis of their 
information needs. This role is identified through examina- 
tion of the missions performed py SHORAD “ire units in light 
Ome the air threat to the division. Through this examina- 
tion, the inherent decisions and the information 
requirements can be identified. 

Woameair lhreat 

Before exploring specific elements of the Soviet eir 
Mareat, it is useful to e@xamwine the gené€ral air threat 
directed against ground ftferces. Cohen (Ret. 6] identivies 
meyer Glements that corpose the air threat: 
1. Air threats to maneuver forces deployed for combat. 


Cemeemir attacks to the division’s cé€ntral and rear 
peelons against reserves and critical assets. 


&. Airborne assavlts into the central division area, 
fame itlance and jamming trom air vehicles, and other 
ememy uses of the airspace over the division whicn are 
Bore direct attacks. 


meer tnreats against targets in the corps and theater 
dreas by enemy aircraft cverflying the division. 


Pe eumeadefense Suppression by enemy alr. 
Of these five threats, the first two cause the greatest ccn- 
camer ediVision level. Soviet aircraft dirécted egainst 
maneuver forces, reserves, and critical assets jeopardize 
the accomplishment of the commander’s objectives. 


Maneuver units dezployed along the EBA face two air 


threats. iimemmGrinst Of tCheESe COnsists Of high performarce 
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aircraft providing close air support for enery eround 
forces. The Soviets maintain a large arsenal of MiG-21’%s, 
MiG-23°s, Su-7B’s, and Mig-27’s capable of performing a 
ground attack role. These aireratt'§ will ingress dt lcm 
altitude to mask their moverents from HIMAD systems, at 
speeds between S¢¢ and 9@B@ knots. By taking advantage o? 
terrain and speed, their observation by ground forces can 
muso be Limited. [neene viicinigyeot the target seedmeonaie 
epecads Will be reduced to approximately 4@€ knots, as dic- 
tated by the altitude and method of attack. 

Attack helicopters represent the second and most 
G@anmeerous threat tO maneuver operations. The use of attack 
Helicopters, a tactic developed by the U.S. tc counter the 
soviet ground threat, has become a key elerent of Soviet 
doctrine. Soviet emphasis in this area has produced the 
MI-24 HIND, the most lethal helicopter in the world. 
Heavily armed with anti-tank guided missiles, rockets, and 
gun armament, the HIND flys in SUppPOrtL™of around forces. 
meedem nelicocpters will operate at much lcwer speeds than 
memeteawine aircraft, and their ability to teke advantage of 
Masking terrain is greatly increased. 

macmorumary air threat to critical assets in the 
central and rear areas of the division and to division 
megerves;. consists cf high performance ground attack 
aircraft. Where low-level flight 1s important to the accom 


mersument of the opposing vorce $s close air suprort mission, 





it is critical to this mission aue the depth of targets 
benind the IFEBA. 

There aré common characteristics in each of the 
momeats ICenmtitied above that impact upon SHORAD fire units ’ 
ability to perform e successful engagement. High perfor 
iemce aircraft are going to be tlying extremely fast and 
very low. These factors combine to shorten the detection 
range and reaction time available to perform iaentification 
and engagement decisions. Even though attack helicopters 
will fly at much slecwer speeds than fixed-wing aircraft, 
their ability to take greater advantage ot masking terrain 
prevides the same results. 

eee SHORAD Missions 

Divisicnal air detense assets, as Shown in Figure 5. 
include Chaparral, Vulcan, and Redeye fire units. These 
elerents are deployed to defend Maneuver forces, reserve 
Merees and other critical assets, according to the division 
commanders priorities. Chaparral and Vulcan units comprise 
the division’s éir defense battalion. Redeye sections ere 
Smireentey Organic to the artillery and maneuver battalions. 

The divisicn ADO (the SHORAD battalion commander) 
Peemmeies pOrically nad more requests for air defense support 
thar he nas had assets capable ot supperting. As a result, 
the requirements for these assets must be frioritized. 


based Ch that DEVorlt lao /Om mc Cet emse Unt te sane 





organized for corbat. This involves task organizing ana 


mission assignment. 
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igure 5. Division Air Defense Assets: Infantry, 
Mechanized Infantry, and Armer Divisicns 

Four tectical missions are generally used: Dagec f 
Sopert (0S),  Reintorcing (R), General Suppcert-Reinfcrcineg 
fowereand General Sucport (GS). It should be noted that 
Baeumeec: these missions is a support missicn, ranging creom 
@ecereralized control (direct support) to centralized con- 
trel (general suppcert). 

[he tactical mission specifies the degree of control 
the division commander (as advised by the ADO) wishes to 
exercise over the SHORAD elements. Phew tactical mission 
Waemerties who is responsible for positioning tie units, 
whet liaiscn links must ve established, and which require- 


rents tor air aetense support will be accepted by the unit. 
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Vulcan batteries g@neraily provide direct support 
for maneuver units or reinforce Chaparral elements to Ero- 
vide a mix of weapons and additional fire power. Typical 
missions Sto SGepensems0f critical maniemzer pbattvaliéns., 
maneuver cr logistics convoys, and forward deployed support 
assets. Chaparral batteries are often tasked to provide 
eemerd!: support cf the divisicn or general Suppor t= 
reintorcing (under GSR another unit would be reinforced when 
Boewodttery was mot required to support the division as a 
whole). Their missions would include defense of rear area 
assets like the division Suppert command, brigade trains, 
ama tne division ccmmand pcst. 

iieenedeye section is derioyed according to the 
pricrities established by the supported bdattalicn commander. 
Redeye teams normally detend maneuver companies, battalion 
level assets (command pest or logistic trains), cr some com- 


bination of the these. 


C. SHORAD INFCRMATICN REQUIREMENTS 


To successfully accomplish the missicns identified above 


“fire units require information fror the SHORAD command and 


control system. The required elements of information must 
Pou De identified. Once tails | hase Deen dcce@olishecd, 
essential elements of information can be determined and the 


users requirements can be prioritized. 


Oo” 





Wer aentification of Requirements 


Critical to the identification of Pier mat. on 
requirements is the realizaticn thet the SHORAD fire urit 
has two sets of air defense information needs. The first 
set is generated by the nature of the “ire unit’s task and 
includes elements of target information. The secord set of 
information needs is imposed on the “ire unit ty SHCRAD com- 
mand ana control doctrine. These procedures establish the 
user’s need for information that provides some degree of 
centralized control. Ecth cf these requirerents are ela- 
boratea below. 

Everything that the fire unit does is related to 
engaging aircraft. Therefore, an analysis of the engagerent 
process will serve as a basis for the identification of the 
user’s information needs. Lawson’s model of the ccmmand and 
Control process provides a framé€work for e@xarining the 
engagement process (see Figure 6). {Ref. 7] Within the oasic 
Model there are four functions that must be pertfrorred: 
Seopiots COMPARE, LECIDE, and ACT. The major functions 
merudged in the engagement process can be identifiec in this 
manner: 

Oo SENSE 


The fire unit must search the @nvironmert fer aircraft, a 
sensing function. 


Ge COMPARE 


Once an aircraft has been detected, the fire unit 
attempts to determine its identity through comparison. 


SE 





Oo DECIDE 


Meer the aircratt has been Preutim ted. "tae Bay: must 
decide whether or not to engage. 


o “ACT 


The fire unit will take appropriete acticn and sttach the 
aircraft if the decision to engage is made. 


SENSE 


DESIRED 


COMPARE oa Le 





DECIDE 


ACT 


Figure 6. Command and Control Process 


The functions mentioned above must be performed 
mmerenly to produce a successful engagement. The perfor- 
mance of these functions requires the following information: 

dea tlbcsion, sector of Hire, and Primary. Target Line 

Battery commanders and fplatoon/section leaders 
are able to tie their fire units together into a structured 
feretse Oy controlling the distribution of fires. Fire dis- 
tritution includes the assignment cf primary target lines 
(PTL-the direction in which the fire unit is oriented) and 


meeormoros fire (lett and right Lirits) for each unit. This 





guidance allows the fire unit to focus on a portion of the 
eavironmrent. This procedure can te used to ensure that 
there are no gaps in ceverage and also reduces the probabil- 
ity ‘old unnecessary mulitple engagements of the same 
eercratt. 
db. Air Defense Warning and States of Alert 

Advanced warning is required to ensure that fire 
Beets Crews have sufficient time to prepare for action. Air 
defense warnings are used by the regional air detense com- 
memaer tO identify the probability of air attack. Three 
warnings (RED, YELIOW, and WHITE) are used to represent 
atteck imminent/under way, attack probable, or attack not 
Mmovdnle. Tnese warnings are not geographically specific, 
end the entire division will receive the Sere warning. 

States of alert are closely related to air 
defense warnings. They specify the amount of tire availatle 
tor preparation for engagement (time to assemble off-duty 
perscnnel, prepare ammuniticn,€étc.). States of elert ere 
specified by standard operating rrocedures (SOP‘s). Two 
examples are: BATTLE SRAMIONS , which instmucts units to 
be prepared to engage aircraft, ana "STANDBY , which directs 
units to be ready to execvte “BATTLE STATIONS ina matter 
Poemanmates. The unit SOP would relate these states to the 
air defense warnings. Under air defense warning RED all 


units may be directed to assure BATTLE STATICNS . 
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c. Rules of Engagement 

sore control over the SHORAD engagerent process 
is exercised through the use otf air defense rules of engage- 
ment. tIndividvals attempting to engage aircraft are aided 
and constrained by the twe ccmponents of the rules of” 
engagement: hostile criteria and weapons control status. 

Hostile criteria are used to identify enemy air- 
cmaft. The most common criteria are: aircraft with enemy 
markings, the tyre of aircraft operated ty the enemy, and 
aircraft observed attacking friendly units. Additional cri- 
teria may be established, fcr example: “All helicopters 
Operating over the division between @E0@ and 1¢€2@ hours are 
to be considered hostile. This would te a case where no 
friendly helicopters would be operating over the division 
mecaine this tire. 

The second element of the rules of engagement is 
weapons control status. Three statuses are utilized: 
weapens free, weapons tight, and weapons hold. Weapens free 
grents the squad/team leader the authority to engage any 
Merepenratt 0O0t positively identified as frierdly. yeapons 
meee dimneets that Only those aircreft positively identified 
as hostile may be engaged. Under weapons dcld units may 
wiwemenire at aircraft which are attacking them or the units 


toey support. 
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d. Target Information (Track Reports) 

Information concerning specific aircraft flights 
can range from alerting information to cueing data. Alert- 
ing is the form of early warning in which units ere advised 
that aircraft are operating in their area of concern. (Cue- 
ing information is more specific; alorchiait location, 
meentification, heading, and others may be provided. 
Depending upon its accuracy, this information can allow the 


fire unit to prepare tor a specific engagement. 


PN Cae BY 
FRCCEDURE 


TACTICAL MISSION 
FIRE DISTRIBUTION 
HOSTILE CRITERIA 
WEAPONS CONTROL STATUS 
ATR DEFENSE WARNING 
STATES OF ALERT 


LOCATION 
RAID SIZE 
HEADING 

IDENTITY 
AIRCRAFT TYFE 
AIRCRAFT SPEED 


USER INITIATED 





Pieure 7. User (nfcrmation equitemrments 


A list of the user information requirements is ccon- 


meeredwn in Figure 7. User initiated needs are distinguished 
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from those information requirements dictated by operating 
peocedures. he -ditferent@=-eWementsroom specific Light 
information have been listed inaividually, although location 
memenecessary to give meaning to the others. 

<. Essential Elements of Information 

There are essential elements otf information that 
must be provided in order to achieve minimum effective per- 
formance. This level ot performance is supported vy 
providing amissicn and the information that is required tc 
allow the engagement process to take place. The user must 
Semeooie tO SENSE, COMPARE, DECIDE, and ACT. If any of these 
Cannot be performed, the engagement cannot take plsece. 

To effectively perform the SENSING function, the 
fire unit must have eae PTL and eir defense warning/status of 
alert intormation. Once the fire unit is assigned a PL, 
the crew can position themselves to search in the desired 
Gerection. The gunner will search +/-45 deg of the PTI, 
while other crew members cover 18@/S6@ deg sectors. The 
warning/alert information increases the frobvability of 
metection by improving crew readiness. 

During the CCMPARISON function, the decision of 
whether i not the aircraft is hostile must be made. The 
mame arount of intormation required is the hostile cri- 
teria. Thecretically, this is the only step that 1s not 


required. It is possible to engage an aircraft without 





mectorne if it is triendly or hostile. This Would be far 
Short of rinimum etfective performance. 

moe DECISION: fumetion cammot bre performed ‘correctly 
Peuhout weapons control status and sector of fire. The con- 
trol status, combined with aircraft identification and unit 
sector cf fire, allows the engagement decision to be made. 
Like detection, this function is required it an &ngagerent 


mSeto take place. 


MoeWsesteed sees! 


Minimum Information Requirements 


TACTICAL MISSION 
HOSTILE CRITERIA 
WEAPONS CONTROL STATUS 
FIRE DISTRIBUTION 
MINIMUM AIR DEFENSE WARNING 
RECUIREMENTS STATUS OF ALERT 


LOCATION 

IDENTIFICATION 

HEADING 

Miron ArT Tyee 

hase S12 e 

AIRCRAFT SPEED 

PmeewACTION TunetClon requires information concerning 

the air defense wearning/stetes of alert. The warning/alert 
information brings the créw to an increased state of 
readiness. Engegement preparations can be made prior to 


detection, increasing the amount of time available for 


wecummineg, trackirg, @tc. 





At this point it can be seen that the first five 
SEauesories of information are necessary to support the 
engagement process. kKach ct these elements is required ‘fer 
rinimum eftective performance. Given this information the 
merce sumit can decloy and operate without specific flight 
PMpaoamereon and perform its mission. Any prioritization 
must cccur between the minimums and the elements of target 
information (see Table III). 

Oo. Requirement Ranking 

It is important to take the elements of information 
Peemvltied above and rank them from the trost irtortant to 
foe le€ast important. It may not be possible to previde all 
Pemeecess intormation required by the fire wnit. There sway 
meeemretrade—-Off’s between the a@ccuracy cf different ele- 
ments . In these cases, emphasis should be placed upon the 
Dame mepricrity items. The following is a suggested order- 
ing of information requirements: 

Parinimum RedUulGeMents. Tactical missiten, acstile cri- 
wee, Wearons cONtTFOlL status, fire distribution, air 
defense warnings, and states of alert. 

weeeeimenatt Gecation. Aircraft locathen cen te speci*ied 
@se cert of early warning/alerting information or es 
Seem loucueing infcrmation. Lacationm’ is the most criti- 
cal piece of target informetion. 

Sree Werentitication. ven though the identification sup- 
plied by an cutside source (FAAR tor example) may be 
correct, the squad/team leaaer must Make e¢ positive 
visual identification. A tentative identification can 


Ssest if this process. 


4. Heading. Heading can be combined with location 10 
preduce a reckoned update to target location. 


if 
n 





Seen crait Type. The identitication of aircraft type 
alds in terget detection and identification by telling 
the fire unit what to lcck for. The type also provides 
some limits on the operating speed of the aircraft. 
6. Raid Size. The number of aircraft is another charac- 
Pemiotic that dids in detection. Fire units are alse 
alerted to the possibility of mulitple engagements. 
7. Aircraft Speed. Knowledge of the aircraft speed, when 
combined with heading end location, can aid in detection. 
Knowing the aircraft speed is also important when consid- 
ering how to engage the aircraft. 
Mmen a€ircraft speed, heading, or aircreft type are used as 
elerents of hostile criteria (example: ‘All high- 
Perdormance aircraft operating over the division between 
C62VCC2Z-O72aCUeZ are to be considered hostile. ) they would 
emacs important as identification. 

PEED Mere S a Mitimun Grrective Ppenmmtuneance, there 
must also be an cptimum performance. Ail aircraft thet 
entered the fire unit’s sphere of influence would bvbe 
detected. This detection would occur at the maximum range. 
All detected aircraft would be identified at the maximum 
Mem@biticaticn range. Following the engagement decision, 
maieesemnem would destroy e€ach gostile aircraft engaged. 

Bach of the elements ct target infcrmaticon has an 
mee@uraey, <2es5soCciated with it. Identificetion may be “prob- 
able’ or “tentative. Location accuracy may estadlish a 
large or small seérch sector. Optimum performance would be 
SUpported by perfect infermaticn in each ope Diese 


Categories. Toole 1 demonstrates, tne relationship between 


these levels of information support. 
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TABLE IV 


Information Requirements Verses 
Performance Level 


MINIMUM 

EFFECTIVE OPTIMUM 
ELEMENT PFRFORMANCE PERFORMANCE 
MISSION i Ne 
Most. CRIT. Xx x 
WEAP. STATUS x X 
meas DIST. x x 
AD WARNING i i 
Sie OF ALIRT. x x 
LOCATION (SECTCR SIZE) (+/-45)* X(+/-1) 
IDENTIFICATION INGOT 350! 
HEADING X( ACTUAL) 
AIRCRAFT TYPE X (ACTUAL) 
RAID SIZE X(ACTUAL) 
AIRCRAFT SPEED CCR CE AT } 


fete ormaticn previdced 


eee-ewaeresult of PIL assignrent 
(sector size in degrees) 
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IV. INFORMATION RESOURCES 


In Chapter III the users” requirements for air defense 
information were identified. Apeeovestem TLhiast vat L2GD tS wite 
Satisfy these requirements must gather substantial amounts 
ere int oOPpmation. Two basic resources are available to pro- 
vide this information: air defense command and control/early 
warning information and track reports. Prior to addressing 
mpaemettectiveness of any SHORAD command ane control system, 
[Miers necessary to escertain the adequacy of information 


available from these resources, 


A. AIR DEFENSE COMMAND AND CONTROL 

Mapeaetense conmmand and conutrol intormation tecludes all 
infcrmaticn directed at increasing unit readiness (reducing 
reaction times), establishing support requirements, and 
femeaining control cf subcrdinate units. This informaticn 
is processed through the air defense chain cf command and 
Mite CcOntrcl and ccordindtion links. Scurces of command 
miomecentre! InrOrmation Can be found both Within and outside 
male dyvision, they are: 
c The regional air defense commander 
Cmeerrewoavision dir detrense officer 
o SHORAD leaders 


o Manevver commanders 


&€ 








eeeuvernal to Division 

The regional air defense commander, normally the 
senior Air Force commander, iS the primary external source 
of alr defense command and control informaticn. Although he 
does not possess command or operational control over the 
@ivisional air defense assets, he dces exercise control over 
Mee 9use of all airedefense weapons within the region. f&He 
does this throvgh the use of rules cf engagement and air 
aefense warnings. Rules of engagement and air defense warn- 
megs are transmitted to the supporting Hawk battalion by 
TSC-73 data link from the air defense group/brigade support- 
ing the corps. from the Hawk battalion there are two routes 
into the division, resulting from an exchange of liaison 
peroecers between the division and the Hawk battalion. The 
SHORAD battalion disvatches an eir defense coordination sec- 
tion to the Hawk battalion command post and the dawk 
SemecuraOn sends a liaison section to the division mein 
tactical operations center. The SHORAD liaison section col- 
Bectoesdand transmists information concerning the rules of 
engagement and air detense warnings to the SHORAD tactical 
operations center (or to the ABMOC in the 9th ID), where it 
Cane bewdasseminated to subordinate units. Paget OC Matic 
implementation of MSCS, this information was dissemineted 
over SHORAD command nets. Both MSCS and Reliable STING 
broadcast these elements of air defense information over 


early warning nets. The Hawk battalion also transmits this 
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infcrmation to their liaison section, who reports it to the 
DAME. Personnel in the DAME pass the information to the 
division operations element, who can disseminate it down 
through the maneuver chain of command (tactical command post 
fer), omigade CP’s, battalion GCP’s, etc.). 

<.- Internal to Division 

Within the division, air detense command and control 

infcrmation is provided by three sources: 

o The division air defense officer. 

c SHORAD battery commanders and platoon leaders. 

Oo The division, brigade, and battalion commanders. 
The information they provide is identified below. 

Tactical missions are assigned at two ditferert lev- 
els. The division commander, acting upon the advice c* the 
moO, assigns battery, and in some cases platoon, missions in 
the division operations order. Batteries assigned the 
mession Of direct Support come under the control of the sur- 
peaptang unit. Missions for Redeye teams are determined by 
mre Dattalion cOmmander and the Redeye section leader. 
Geerdanation with supported maneuver units at these levels 
1S an important part of mission definition. 

SHORAD battery commanders and platoon leaders pro- 
vide information concerning PTL’s and sectors of fire. 
Depending upon the size and value of the asset, a Dattery or 


platoon-sized unit will generally provide the air defense. 





The commander of that unit will establish these measures for 
subordinate units in the construction of his defense. 

States of alert are also generated within the divi- 
Si0n. Standard operating procedures identify the states 
which correspond to the air detense alert warnings. Battery 
commanders have the authority to reduce the states of alert 
of selected elements in order to fmaiotain increased long- 
term readiness. 

Maneuvér commanders are given the authority to 
implement more restrictive weapons control statuses in their 
area of operations. By changing the status, the commander 
exercises a greater degree ot control over the air defense 
tire units within his sphere of influé€énce. aS weer ee) bie 
mowdeempe used in conjunction with critical friendly air 
operations. 

So. Level ot Support 

These elements ct intormation meet. the users” 
minimum essential requirements (see Table V¥V). The same com- 
mand and control prcecedures that established the 
requirements establish the reporting procedures. There is 
no accuracy associated with these categories of information. 
The requirement is either satisfied or it is not satisfied. 
It should also be noted that because externally generated 
cormand and control information pertains to the entire éir 


detense region, is well suited for division-wide broadcast. 
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TABLE V 


sources otf Air Detense Command and 
and Control Information 


INFORMATION PROVIDED 


EXTERNAL INTSRNAL 
ELEMENT TO DIVISION TO DIVISION 
MISSION X 
mest. CRIT. X 
WEAP. STATUS* X XK 
Peas DIST. X 
AD WARNING X 
ST. OF ALERT. x 


X - Information provided 


* - Provided by both sources 


me omecK REPORTS 

Boe Second major source of information is aircraft track 
reports. Peck  Teport.. tarormation is recuired to fulfill 
early warning/alerting and cueing requirements. These 
meoones contain information relating to specific aircraft 
flights and may be processed manually ocr electronically. 
Track reports are originated by Air Force and Fawk radar, 
organic FAAR secticns, and by friendly aviation. 

1. FAAR 

The FAAR system is SHORAD’sS only organic means of 

electronic aircraft detéction. When used with the target 
alert data display set (TADDS), this system is designed to 
pmeamded the SHORAT fire units with alerting information for 


dimaets Within 29 km of tne radar. 
i 


cn 
nN) 











The FAAR system consists ot tour major components: 
Om A Gadar set. 
Oo An interrogation triend or toe (IFF) syster. 
c A communications system. 
Smee taeeet alert data display sets. 
miewaddear detects aircratt and displays them to the fFAAR 
operator cn a cathode ray tube (CRT) display. Using the IFF 
system, the operatcr determines a tentative aircraft iden- 
mer tcation. Under standard procedures, one of the FAAR 
cecticn’s radios is used to transmit this intcormation tc the 
TADTS devices located with Chaparral and Vulcan squads and 
Redeye teams. 

Pee TALOS device is a VHE/IM radio receiver with a 
eon vY-by-* matrix display. Bach of the 49 windows, 
which is capeble of displaying friend éend/or unknown indica- 
femme, Terpresents a 5 km square. A radio-frequency-data-link 
(REDL} from the FAAR is used to transmit location and tenta~ 
meee nviticaticon to the TADDS device. Under the Reliable 
mommemecneept this inforration is transmitted by voice to 
tne ABMOC. 

with the FAAR/TADDS system, the FAAR operator 
BememmcSmLOCaTIONS to the SHORAD elements to the nearest 5 
km. The Reliable STING system aoes not méke use of the 
MOPS box, Hut throweh a procedural change, allows the FAAR 
Seeoneworeto provide more accurate reports. This change 


includes placing a SHORAD Grid over the CRT display, as 





moouscoecd In Chapter Lil. $With this, the omerator is able 
MomeeStirate target locations to the nearest ikm. This 
memormmeaticn, along with tertative identification, type of 
eircratt (tast verses slow), and relative number of aircraft 
in the raid, is transmitted to the ABMOC, rather than to the 
peewap fire units. 

Experiments cenducted during the i96@°s and early 
197@°s demonstrated that single engine, high-performance 
aircraft could be visually detected veyond 10 Km. (Ret. §&] 
Beemer FNese results were achieved under excellent visibil- 
ity ccnditicns, detection ranges of 5-& km suggested by FM 
44-23 [|Ret. 9], are assumed to be more accurate in the Furo- 
pear €nvironment. In the remainaer of this dccurent, the 
Mar rur figure of @ km will be used for comparisons ot loca- 
Mmeomrecaccurecy. Allowing the fire unit crew to detect at 
their maximum detection range should be a rajor goal of any 
Carly warning system. 

Gravure sll wstra ves tNCusizemommtm@emsearch Sector 
corresponding tc a 1 km accuracy, at ranges out to 10 km. A 
Meeeereport With 1 Km acCurecy establishes a4 7.6 deg search 
PeGeemeat = km. Talis represents the report accuracy as the 
PowmmeopeTatoOr preperes tO transmit it. If the target is a4 
meee-periormance aircratt flying at 406¢@ Knots, it travels at 
cver 20@ m/sec. Assuming that the operators repcrt requires 
five seconds to traosmit (transmitter keying time included), 


Meemorecratrt will have flcwn at least 1 km ty the end of the 
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Values were conmzputed with 
Ss the otserver liccated in 

Cet et, sOne cue Gg sd vicar e 

The aircraft is located in 


SEARCH 4% the same rew as tne codser- 
on ' ver, see Figure Y. 
DEGREES 

5d 

z¢ 

1¢ 





iL k 5 <. 5 6 % e 2 


TARGET RANGE (KM) 


Paweennes SCaAamMeCHNOeClGChMsi ze sor 1 kKmyRepcrst 





7.€ Degrees 

22.6 Degrees (5 second report delay, 
aircraft speed - 408 knots) 

Ae weire rat lt 1ocaeledu to Gnue mearest Klloreter 

evaneerom the. sire sunint. 


SG @D 


miewire ss. cEeClLor vize Verses. hime Delay 


moteemeerancmicsicn. The efrect of this délay is te eftec= 


meee triple the size ct the necessary searcn sector (see 


8. 





Figure 9). The aircraft was somewhere within the 1 km 
Square prior to transmission, however, the delay would allow 
a high performance aircratt to reach the limits of the outer 
figure. 

The level of information support available from the 
FAAR sections is portrayed in Table VI. The search secter 
at & kw is +/-11.3 deg. Potential targets remain classified 
as ftriendly or unknown until a visual identification is made 
Seeerements Of hostile criteria identify the aircraft as 
mostile. rast aircratt will be distinguished from slow 
aircraft, allowing the FAAR cperator to provide some infor- 
Wation concerning aircraft type and speed. Also, depending 
upon the spacing between aircraft, a relative numboder of 
meeorarG Can be deterrined. It is possible for the FAAR 
operator to provide heading information. However, addi- 
tional processing requirements (clotting targets and 
observing their tlight path) would have an adverse impact 
mpeonm the accuracy of the location information. 

Another cOusa@eray 1 On associated with manual 
transmission of track reports is the track handling réte. 
Using the same five second report duration assumed above, 
Under perfect conditions an opérator can only make le 
reports in one minute. With only one aircraft on the 
ieee, tae accuracy of the reports will be the Same as 
Previously discussed. As more aircraft are frocessed, the 


average time between reports on a@ given aircreft is 
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TABLE? VI 


tanee, intormatwon Available tc 
Support Reliable STING 


ELEMENT 

LOCATION (SECTOR SIZE) X(+/-11.3) 
IDENTIFICATION X(FRND./UNK.) 
HEALING 

AIRCRAFT TYPE X(FAST/SLOW) 
RAID SIZE X(RELATIVE) 
AIRCRAFT SPEED X(FAST/SLOW) 


X - Information provided 


12 
NUMBER Q 
OF AC 
BEING 
REPORTED 6 |-o--—-----------—--—- -- ——- —- — 5 SEC REPORT 
| INTERVAL 
| ACen = 
4 | 4¢¢ KNOTS 
| 
| 
2 | 
| 
| 
1 7 3 4 5 6 a g Yy 
DISTANCE FLOWN BETWEEN REPORTS (KM) 
Figure 10. Distance Flown Between Keports 
Papeort1onal to tne number of aircraft being reported. toe 


Mee “SAAR Operator would attempted to track six aircraft, 


Si 














providing updates on each of their locations, they would 
Gach be reported once every 30 seconds. Figure 18 illus- 
trates the proportionality. For an aircraft travelling at a 
peed Of 400 knots, when the report itterval is five 
seconds, the average distance (in kilcmeters) traveled 
between reports is approximately equal to the number of air- 
GMatt in the system. The update interval is a factor of the 
Report interval times the number of aircraft being reported. 
The update interval times the speed of the aircraft produces 
the distance travelled between reports (see the example 
velow). 


5 sec x 6 = 39 sec 
30 sec x <8@ m/sec = & km 


The FRAR operator is not r@quired to cycle through 
Eeeot 1S trackS, Making a revort on each one. de ray con- 
Pemurate Ol da f~articular aircraft that he feels poses the 
peeatest threat. By yd Olne. th Sn nheewtume, end hence the 
@rctance traveled between reports for that aircraft vill 
aecreéase. 

Cwm anecct wuprort Hawk ana Air korce 

Long~renge early warning information is provided by 
miemetawk Dattalion or the Air Force contro! center/roint 
(CRC,CRP,FACP). The air defense coordination section that 
@erloys to one of those locations is tasked to previde com- 
mand end control ixrformation as previously discussed. The 
Sectron aiso provides early warning track reperts of air- 


eoeeereapprodching the divisicn ereéa. 
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moe tee Battery Control Central (BCC) or the Bat-~ 
talton Operations Center (BOC), the liaison officer (LNO) 
positions himself where he can observe the CRI display of 
acquisition radar returns. He identifies long-range air- 
craft tracks that threaten to enter the division airspace. 
The GEOREF location ot these aircraft is determined and 
transmitted (along with tentative identification and other 
elements of information) to the remainder of the section 
located nearby. The section plots the track in GECREF on en 
acetate plotting obcard. Smee This @eolotting © board has 
GEOREF coordinates on One sideée and the SHORAD grid on the 
cther side, a location can then be read from the SHORAD grid 
Side and transmitted, along with the other pertinent infor- 
fation received from the LNO, to the ABMCC. 

When the ooserver monitors the radar display in the 
BCC or the BOC, he is able to see the targets aetected by 
the battery’s pulse acquisition radar (PAR) and continuous 
wave acquisition radar (CWAR). These radar systems have 
operational ranges in excess cf 120 km and 60 kr respec- 
tively. To present these radar returns, the CHT display has 
a scale at least five tires greater than the FAAR display. 
Daceenmire SHORAD Crid, which represents and aré€a 200-by-20@ 
km, @s not large enough to cover the Hawk display. Naleevel Qe 
tunately for the sake of accuracy, the displayed radar 
returns are approximately the same size as those or a “fAAR 


display. fees edit t 2 CWwlt TOeaceuratreclys locate an daircratt 


Shy, 





in this manner, when the projection of its radar return is 
larger than the unit of measure. 

Even if very accurate readings could be made, addi- 
tional error is incurred by aetermining the lccations in 
GEOREF (to the nearest rinute) and then transtorming them to 
SHORAD Grid coordinates (to the nearest 1 km). The rela- 
tionship between minutes and kilometers varies as a factor 
of latitude. In Central Eurcpe a minute is approximately 1 
kr in longitude and 2 km in latitude. The coordinate 
transformation perfcrmed by the coordination section cannot 
miprove this accuracy. 

Hee transtormation/reportinge process performed ody 
the secticn takes at least twice as long to accomplish as 
the FAAR operator ’s reporting. The delays imposed by voice 
reporting are basically the same in both locations because 
both sources are transmitting identical elerents of informa- 
ea on. 

The BOC also receives track information originated 
tare FOrce sensors. These reports are received via the 
ee —-(S link to the parent air detense brigade or group. One 
source of information tor these reports is the Air Ferces’ 
Airborne Warning and Control System (AWACS), which is linked 
mov ne = Cnc Supporting the corps. 

At operaticna!l altitude the aircraft has a horizon 
preeeatrroximeately 250 wiles. This range combined with the 


Systems ability to identity aircraft from ground, allcws 
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AWACS to provide exceptional long-range early warning 
agaiast low-flying aircratt which may be masked trom FACP or 
Hawk radar. Beceuse the system must exclude ground it is 
not effective for detecting slow tlying helicopters. 

The Yth ID has cperated directly with AWACS during 
joint exercises. An HF/AM voice link was established 
between the AWACS and the ABMOC for passing track reports. 
However, under standard operating procedures, the AWACS air- 
@mait transmits high-speed digital information to the CRC. 
One otf these aircraft is capable of suppcrting the entire 
air defense region. Given the range of its sensors {capable 
of covering many divisions) and the importance ot its inter- 
@epuer contrel mission, it is wenlikely that AwWwACS will 
communicate directly with divisional air defense elerents. 

With the exception of heading and ticcation/sector 
size intormation, Table VI also represents the level of 
information support available from the long-range sources. 
Unlike the FAAR sections, the coordination section is carpa- 
ble determining an approximate heading without increasing 
their processing tire. MHLS MelS DEGaAUSeRthe coordination 
meer on must plot the track reports to transform the coordi- 
nates, whereas the FAAR operator dces not. AS 2 result of 
the processing delays and CRT display inaccuracies identi- 
fied above, the sector size required to locete the target 
momid pe much Larger than +/~-11.3 deg sector which results 


rom the FAAR reports. 








5. Division Aviation 

One-of the sources of information identified for 
Reliable STING is the division’s aviation assets. These 
Sirenmart can be divided into two evroups: those aircraft 
cperating along the FEBA, and those operating over the cen- 
tral and rear regions of the division. wpe lattere=-erovp 
Miermaes Utility and cargo helicopters. These aircraft 
could observe enemy airmobile/airborne operations and ground 
BeuaGk dircrait directed against assets in these regions. 
Along the FEBA, observation and attack helicopters are in 
position to ovserve air strikes directed at maneuver ele- 
femmes, FCO include enemy attack helicopter operations. 

Enemy aircraft Sightings are transmitted to the 
erent Control Center (FCC). Mae FCC transmits these 
reperts to their cell located with the ABMOC. Because these 
reports are visual Sightings of moving targets maae by 
observers who are also moving, it is impossible to determine 
the accuracy cf any locations received from this source. 

4. Level of Support 

merc thace report intormatlon avalvaple te the hKeli- 
able STING system is capable of satisfying the remainder of 
the users’ air detense information needs (see Table VII). 
Oiemaecuracy of the locations provided oy FAAR falls between 
Macsemrequired for minimur and optimum itevels of perfor- 
mance. The informaticn required to Support each of these 


elements, excerpt tor heading, can be provided by YAAR. 
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TABLE VIl1 


Information Available to Support STING 
Reliable STING 


REQUIRED FOR 


MINIMUM RECUIRED FOR 
EFFECTIVE INFORMATION OPTIMUM 
ELEMENT PERFORMANCE AVAILABLE PERFORMANCE 
MISSION i x x 
Rest. CRIT. X X X 
WEAP. STATUS i x ya 
moRe DIST. X X e 
AD WARNING X X ve 
OT. OF SALERT. X x ye 
LOCATION (+/-45)* X(+/-11.3) X(+/-1) 
IDENTIFICATION X(FRND./UNK.) OME G) 
HEADING AD OS) KAC RUA ) 
AIRCRAFT TYPE X (FAST/SLOW) CAC TUME) 
RAID SIZE X (RELATIVE) X(CACTUAL ) 
AIRCRAFT SPEED X (FAST/SLOW) KN CM An.) 
[e-emeeormation provided 
© Aeresult of PIL assignrent 
(Sector size in degrees) 
Otner sources also previde impertant input. The 


monme-ramee track reports bridge the gap between very general 
air defense warniznes and alerting/cueing information. This 
early warning benefits the users in two ways. I[t increases 
their level of readiness and provides the ABMOC QIC_ the 
information necessary to allow him to employ the best combi- 
mation of cperating FAAR sections. The sightings provided 


eae siog aviation can confirm aircraft identifications 


ES 





and detect aircraft that may have penetrated the FAAR cover— 


age undetected. 
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V. INFORMATION AVAILABLE TO USERS 


Having looked at the information required by the SHORAD 
Tire units and the potential value ot the air detense intcr- 
mation available to Reliable STING, the etfectiveness of 
previding this informaticn to the user can te assessed. 
That assessment is made in this chapter in terms of the 
information made available to the users. Under the Reliable 
STING concept, the AEMOC communicates three types Of 
Pieommdtion to SHORAD fire units. This information is 
transmitted over the Division Air Defense Erergency Warning 


(DADEW) net. 


A. DIVISION AIR DEFENSE EARLY WARNING 
ieeerereseot Yarly Warning System 

The divisicn’s methods ot disseminating air defense 
information are chenging as the Army adopts the Méenual 
SHORAD Control System. The previous system utilized air 
defense command and control channels to trensmit externally 
and internally generated command and control information 
(see Figure 11). 

While the air defense information idertified above 
mas processed in a centralized manner, control cf short- 
range early warning information was decentralized. TAAR 
Sechrons were positioned where they could best support 


deployed SHORAD fire units. These sections transmitted REFDL 
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Ore¥HF/FM voice to the fire unit TADDS aevices. Up to eight 
Peeticns could operate simultaneously, @ach Supporting a 


different group of users (see Figure 12). 


- a - - 


EDE/GP HAWK SHORAD C/V C/V C/V 


y | 
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REDEYE REDEYE 


Figure 11. Longe-Range Early Warning and 


Uonmand send Control Before MoCo 


C/V C/V 
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FAAR EARLY 
WARNING 
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i” 
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ay 


hme b be Or VOLCEe 


fO “bee vo aevice 


REDEYS REDEYSE 


Dicwmesieco SLOwnot suorTrtenence arly 
Warning Information 


The precedures instituted by MSCS will ccntinue to 


Ute 1 ze the same channels tor the transmission of internal 
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command and control and sncrt-range early warning informa- 
Gion. This system will, however, amter the ef low “of 
Mir Ormatvion receivea ftromr outside sources (see Figure 13). 
mie dupederense coordination section transmits this informa- 
meome trom the DS Hawk battalion to the SHORAD battalion TOC, 
as before. The TOC retransmits this air defense informetion 
eeevnewr Carly warning broadcast net. FAAR sections, vat- 
teries, and others monitor this net. The FrAAR Sections 
Pecoaaecdst pertinent elerents to those units monitoring the 
FAAR early warning nets. The command channels between bat- 
teries, platoons/sections, and Squads/teams are available as 
an alternate means of transmission when early warning nets 


are not operational. 


C/V C/V C/V 


FAAR EARLY 
WARNING 









EARLY WARNING 
BRCADCAST 






HAWK SHORAD 


Muczuire 16.6 MoCS Network structure 


Ze Reliable STING Network Structure 
The implementation ot MSCS procedures does not alter 


RoemeeoaeslcC €6©NETWCre 6 6structure. The system still provides 
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@ecertralizéd processing of short-range early warning and 
centralized processing of the cther elé@ments of air defense 
informatior. The precedures implemented ty tne Reliable 
STING coacept do change tais structure. Under Reliable 
SoG the pmocessing of all air detense infcrmation central- 
iPoeee CxCept ror command and control information internal to 
tne SHORAL battalicr. Boun fener e —siort prance track 
reports aud Command dndecontrol seintformation™ frome stne 
regional air cefense commander are transmitted to the ABMOC. 
Tne ABMCC then transmits this information to all users (see 


Figure 14). 








ABMOC 


Command and Control 


=> and Long-Hange SAAR 
Karly warning = 
---> Short-Range Early Warning = ml 


Figure 14. Reliable STING Network Structure 


B. AIR DEFENSE COMMAND AND CONTROL INFORMATICN 
G@ne ot the airs of both Reliable STING and MSCS is to 


take Galle Reeclond. air defense commander’s rules of 
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engagement and air defense warning information and transmit 
mrcMm Vos the users vie the rost direct route. Reliable STING 
cormunicates this infcrmaticn directly to each user monitor- 
ing the DATEW net. Bals Seton econ bhi ned = witeae tne 
Meecacdsting of long-range tmack reports, was designed tc 
Gemeee the time required for dissemination of information. 
This is an important point. Although score of the external 
command CuCeeecOMmlrOl AnNhOrmatvon 15 “not time “criticel 
(reports are otten transmitted in advance ot implementation 
time;, tnere are instarces when these reports must get tc 
the user as quickly as possible. 

bemere Ve users dO receive this intormation faster under 
Relieble STING procedures, they sometimes question the 
source. During the REFORGFR °81 comparison ot Reliable 
STING and MSCS, some of the participents expressed concern 
Peretne lack ot authentication on the DADEW net. {Rer. 12] 
Because the information which was broadcast on the DADEW net 
aomemmeeenmaed tCr use at all levels, transmissions were not 
eneripted and had net teen authenticated. The ABMOC 
transmitted changes in the air defense warning and rules of 
engagement. As impertant as these categories ot information 
Feweemeecemwas not possible fOr the users to determine where 
The transmissions had originated. 

Peeveeabpack problem also exists. These elements cf 
Mmemenmation are critical to providing an effective air 


g@esense. Unfortunately, it is impossible tc ensure that all 
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Cae Users monitor changes that are broadcast on the DADEW 
net. Because all transrissions are one-way, the ABMOC does 
mot receive aeny feedback. The only way leaders of SHORAD 
unlts can be assured that their subordinates have received 
maser toOrmation is tec ccmmunicate With them. As a result, 
THESE traidsmissions are placed back on the command nets or 
the supericrs are fcrced to assume that the crders were 


received. 


Tei eE Vii 


Command ena Control Information Provided 
ty Reliable STING 


REQUIRED FOR 


MINIMUM RECUIRED FOR 
EFFECTIVE INFORMATION GeT 1 Mui 
ELEMENT PERSORMANCE PROVIDED PERFORMANCE 


MISSION X X& 
eote CRIT. x X 
WEAP. STATUS x K 
fee DIST. X KX 
fv WARNING X XK 
Sr weOFPabekT. xX KX 


PS PS PS PS PS PS 


aeemeaormavion previded 


KX - Provided by SKEORAD chain of command 


The air deterse infcrmaticn provided oy the ABMOC satis- 
fies the users’ needs for hostile criteria, basic weapons 
Comupor status, and air detense warnings. The other ele- 


Gemtc Of information, identified as essential to producing 
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fidimum effective rpertornance, are received trom the SHORAD 


crain cf cemmand (see Table VIII}. 


Ct. 120K REPORTS 
ime track reports which are transmitted by the ABMO@C are 
Dasically the séme as those received from the FAAR and ADCS. 
Bee eae cerences are the result cf processing performed 
Witkin the A&MOC. The new track ray have an improved iaen- 
Meereauron. A tentative heading is supplied by the ABMOC. 
Mme third difference is that the information received from 
the AEMOC will be olaer, less accurate. 
fee CUlc CF 
Bae wesers monitoring the DADLW net “are not atare 
fete st 1S highigve lixely that reports have teen in twe ABMOC 
moresmere then 29 sec. they are also not aware of the impact 
Me= deiaey has on the accuracy cf aircraft location and 
heading information. Assuming that the determined heading 
Meeedectrdte wo +/-22.5 deg (see Figure 15) and that whe 
mmaems ere plotted without error in the ABMCC, the effect of 


mece-cing amd reporting delays con the accuracy cf location 


Te! 


minecmmearvior® is discussed below. 

Boe Peroc anrounces taree difterent tyeces of track 
Meme@mlsS: Initial, wWpdete, and scrupn reports. The last is 
[remem tted whenever it is determined that a track will no 
leneer ce reported (cutdcund, Lost, etc.). <A representative 
sample of tracks trem the REFCRGER °&1 comparison were found 


momeecdtwe TeGmured an average oF £E.0 sec fer processing and 
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Any heading between 
these limits wceuld 
be announced as Hast. 





Mmeewere 15. Accuracy ct Heading Intcrmation 


dissemination. [Ref. 11] This figure is somewhat deceiving 
Pecatuse the precessing and disseminaticn times for scruod 
reports were included. The processing and dissemination 
mecca tOr Sscrut reports were much Shorter, but fire units 
are not required tc aetéct scrubds. The averege time for 
initial and update reports would increase to at least 31.6 


Secu ne effect of this 51.E€ sé€c delay is analyzed in 


tay 


igure 16 in terms of the relationship tetween speed and 
festamoecrms A typical aircraft ingressing inte the division 
eeeopeces tlying 4090 xznots, travels over €.¢ kr while these 
actions are taking clace. After this arount of time, even a 
emmeomrer stlying et S& knots will have flown more than 1.4 
am. Woile this appears te be a great deal of degradation in 
aeemecy, Sanother point must also be realized. The aveéerege 


mimem or cl.G Sec dces aoot include the transmission time 


ce 





required nOuG FAAR reporting. When the assumed FAAR 
transmission time of 5 sec is added to the time required for 
ABMOC precessing and dissemination, the average delay 
increases to 3€.€ sec. Now the 48 xnot aircratt has had 
Sues cient time tc travel nearly 7.8 kr, effectively 
Pietedsing the search sector to +/-77.2 dee. 


TOY AVERAGE 51.6 
SECOND DELAY 


AIRCRAFT 
SPEED 
(XNOTS ) 32 


200 


182 


ih “ o 4 J 6 7 e 2 


DISTANCE FLOWN IN 31.6 SECONDS (XM) 


Figure 16. Distances Flcwn During ABMOC Processing 


oe oaburation Level 

Track handling rate is alse a problem cn the DADEW 
nel. Tre sample track reports, On an everage, required at 
Passmore sec LO transmit. Without the scrub reports, which 
Peau re adapproximately <¢ sé€c tO transmit, this averege 
miteemedses to over € sec. With an ©& sec report interval, 


Guy (’-c tracks cen be announced per minute. 
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AIRCRAFT SPEED = 480 KNOTS 
8 SECOND REPORT INTERVAL 
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DISTANCE FLOWN BETWEEN REFORTS (KM) 


Figure 17. Distance Flown Between Successive 
ABMOC Track Updates 


Figure 17 demonstrates the relationship between 
mpeeoy, distance, and tae number of tracks being rrocessed. 
An assumption is mede that the Teller cycles between tracks, 
meerarit, Updating ali ot them. The figure illustrates that 
high performence aircraft may travel «es far as G@ kr between 
updates when as few as five are teing reported. REFORGER 
“G1 test team reported that the effectiveness of ABMOC 
S@rerzations did not suffer as a result of saturaticn. [Ref. 
ieueine load @waS nOt SO ereat that the plotters could not 
meeeemunp and the VTelier was able 10 continue transritting 
MEdiemerepor,s te the users. Figure 17 points out that the 
Saturation level (capacity) of the system should be based on 


the value c* intformaticn transmitted to the user. That is, 
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Saturation is @ measure to be made external to the ABMOC, at 
mae User level, 

In the analysis cf the REFORGER °&1 test it was 
aetermined that the rost significant teature otf Reliable 
PeeenG Was its ability te pirpeint aircraft locations. Also, 
the rate of correlation between é€arly warning and actual 
Sightings was quite high. [Rer. 13] It is questionable 
though, that & system can in tact pinpoint a high perfor- 
Gemeewaircratt iz that aircratt has travelled ecver 7.2 km 
Moeeeradar detection to tire unit notification? How can 
euemumits Capable of detecting out to & km find aircraft 
that are 7.8 km from were they are reported? It is possible 
that some os these aircraft were detected in advance of 
Gfarly warning and others were deté€cted in spite of early 
warning. 

2. impact on Invormaticn Veiue 

The mein question is, now do the preblems of déley 
mgm track nandling rate, created by system processing, 
meeecGrmL ie Value of the tccation infcrmaticn?’ It is imper- 
mogueetbe piace these Ltroblems into perspective. Assuming 
that an aircraft is maintaining a constéent heading and 
eeeeormerieure 12 illustrates the impact Of Gach of tnese two 
factcrs. The arcs represent the possible location cf the 
Pe@gewe teerds tne report reaches the fire unit. Because only 
ee Or eadinections are used, the aircrert méey fly aliong a 


Dermemim@eomn that is +/=-22.5 deg either side of the reported 





heading. The distances petween successive arcs demonstrete 
the effect of the handling rate. The distance between the 
apex and the arc represents the distance flown between 


detection by the FAAR and track report receipt by the “ire 


Une T. 


FAAR DETECTION 


FIRE UNIT RECEIPT 


DISTANCE 
(KM) 





DISTANCE TRAVELLED 
BETWEEN REPCRTS 


bigure 18. Exemple of Lelay and Track 
Handling Rate Impact 

The distance that an aircraft travels between radar 
BewectiOn and fire unit receipt of the track report is the 
Premier inrcal Of the problers identiitied above. fhe results 
from the REFCRGER °&1 test indicate that fire units weuld 
Peceive target locations with errors as large as their max- 
imum detection renge. This is acceptable for long-range 
Pewmeewaraineg, in that the crews are still alerted. bo ae 
Swe the Llocaticn cof fast moving aircraft cannot be 


pinpointed linen isS tanner. tt cueing lnformation tells 
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the cbserver where to look to see the target, the target 
must be within his maximum detection range and search sec 
mor. it this is notethe case, the location is only alerting 
information. If the aircraft is within the aetéction range, 
E@ewmouserver will not detect it with the help of this imac— 
curate cueing information (see Figure 19). Regardless of 
merent path, it the observer detects and Kills this aircraft 
TetTWeen MOints 1 and 2, it is due to the fact that he was 
mememmeea by Carlier reports. "And if he kilis the aircraft 


after peint 2 (receipt of report) it is because this track 


mepont. alerted him, it certainly did not tell hiw where to 


IOIOUE 
LOCATION OF AIRCRAIT 
TRANSMITTED BY FAAR 
ii 
LOCATION OF 
AIRCRAFT WHEN 
REFORT RECEIVED 
BY 21hs UNIT 
AIRCRAFT 
EG CURT 
Figure 19. Example cf Late Cueing Informaticn 
The track handling rate also impacts upon tnis cue- 
mie vo alerting questicn. The lower the average track 


27 





handling rate, the farther aircraft travel between reports. 
as aircratt rly trarther between reports, the number ot times 
memey ware reported within fire unit GEVECtI Cn Limits 
Meee@ecocs. ven if the locations provided by Reliable STING 
MoSe accurate, Smaller numbers cz? fire units would be able 
tO take advantage of this precise information and its cueing 
Value would te reducec. 

Tne value of the anncunced heading also decreases as 
the rete aeclines. Wlight path plots are based upon 
@pserete observations, which can be misleading. The +/-22.5 
Meeeeeiiette) reporting accuracy, combined with the inaccura- 
cies produced ty looking tack at these ciscrete samples, 
Causes the value of heading information at a fire unit to be 
Guire low. 

maple 1X icentizties all ef tne air defense informa- 
bom aVadilable to the users. All oft the elerents of target 
mieemmanrion required ‘fcr performance minirum errecvive 
Pecemerare ptrovided by the ABMOC. With the exception of 
meieauronm, target informaticn previded by the ABMOC can 
improve this level cf performance. Fecause the assignment 
Of primary target lines establishes a +/-45 dee search sec- 
MOmeeor whe £unoner, Locetion information disseminated by the 
meiteGecdd Geerede performance. the sector size necessary to 
detect the target is based upon the 4288 knot aircraft 
emecevromurcally detected & km trom the fire unit, with a 


Memcmmerercrting delay crs 66.6 sec. Identificeticn is the 
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result of the FAAR’s IFF and AEBMOC coordination. Heading is 
now available. Aircraft type/speed and the raid size are 


transmitted eas received by the ABMOC. 


TABLE IX 


Informetion Provided by Reliable STING 


REQUIRED FOR 


MINIMUM RECUIRED FOR 
EFFECTIVE INFORMATION OPTIMUM 

SLEMENT PERFORMANCE PROVIDED PERFORMANCE 

MISSICN x I v4 

Heer. CRIT. XK X x 

WEAP. STATUS X X X 

FIRe@ DIST. x X X 

AD WARNING x X Ne 

Cileor ALERT. X i x 

LOCATION (+/~45)* X (+/-77.2) X(+/-1) 

IDENTIFICATION Vici COORD.) CONEIIOIME | 

HEADING X(LOOK BACK) X (ACTUAL) 

AIRCRAIT TYPE X (FAST/SLOW) Je MURINE | 

Bien SIZE X (RELATIVE) NEA RU ase.) 

AIRCRAFT SPEED KR(HAST/ SLOW) yCAOTUAT ) 

fee entormation provided 

* - A resrvlt of PTL assignment 


(Sector size in degrees) 
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Vics esol PRROnWANGE: ULiEl ZATION 
OF INTORMATION POTENTIAL 

Miewcete€ctiveness of any information system can be 
determined by eénalyzing how well it utilizes the potential 
Value or available information. To ascertain the level of 
Support Reliable STING oprcvides te the SHORAD “ire units, 
Pie wdir defense information proviaed to these users must be 
Gomeared tc tne Tae meciod received by the system. Signi- 
mecremieartTerences can then be identitied. Ewes PrOCecen ns 
Pem-Ormed Within the system must then te examined to déeter- 
meanest a> Cause of improvements or d@egradations. Cnee etn s 
hes teen accomplished, aiternatives can be propesed which 
take advantéege of the system’s strong points while aadadress- 


ing its deficiencies. 


A. INPUT/OUTPUT COMPARISON 

WOrrenite toe inrormation that is available to the 
system, tc that provided by the system, is basically a com- 
Parison of the inputs and outputs. In sore cases, ABMOC 
precessirg increases the value of the information. [In other 
pisteances, the information remains unchanged or its value is 
even degradec. hae elerents GCrein.Ormati1on that enter the 
system have a given resource value. This vaiuve will be 
Maertas ted as fr. The intoermation that is E~Erovided to the 


Moemeromolso nas. a Value: R. The ratio of R/r is a function 
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or the frocessing procedure and the time required to cor- 
plete that processing. If the ratio equals 1.0, the infor- 
ration value was unchanged by the processing. Greater than 
1.0 represents an increase in value, while less than 1.2 
identifies a dé€gradation. 
Peeold.~2eeved Caterories 

Any category of information that is neither improved 
Meon hor degraded by ABMOC processing consists of informa- 
tion whose valve is not time sensitive or is not enhanced by 
coordination. The regional eir detense comrander’s rules of 
eieceement and air defense warning are examples of such 
infcrmation (see Figure 2¢). Because rules of engagement 
end air defense warnings are often transmitted in advance of 
implementation time and the amount of delay delay imposed by 
the ABMOC is minimal. This information is complete, there- 
moe SsnOuld not be Expected to be altered by processing. 

Raid size, aircraft speed, and aircraft type are 
also uneffected oy system processing (see Figure 22). The 
number of aircraft repcrted on the DADEW net is the same as 
thet received from the sources: ONE, FEW, or MANY. No 
Seremet 1s made to determine a precise count. PB iicicvecin 
Seceaweand type are reaily conveyed @s one piece of informa— 
meuotemewalen 1S aircralt type. As with raid size, this 


information travels the length of the system unchanged. 
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| RULES OF ENGAGEMENT 
: AND AIR DEFENSE WARNING 
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IDENTIFICATION 


Sy ae 





FRCCESSING TIME 


Figure 26. Intormation Value Verses 
Processing: Unatiected or Improved 
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Eeunranced. Information 

The value of identification information improves as 
a result of ABMOC processing (see sigure 22). Remote sen- 
sors transmit identification as: UNKNOWN, FRIENDLY, or 
BOSTILS. Fer example, any aircraft that dces net correctly 
respond to the FAAR operator’s interrogation is identified 
as unxnewn (a visual sighting or special hostile criterion 
Meouedebpe required for him to identify an aircraft as hos- 
ree). An incorrect response to the IFF challenge does not 
eeeine that the aircraft is nostile. A large percentage of 
tracks reported to the ABMCC will be identivtied as UNKNOWN. 
One major benefit of the systemr’s processing is the reduc- 
Pou Ct uncertainty about the unknown tracks. The fire 
units penefit from this improvement in information value. 
memcued the receipt of improved identification, the fire 
Mietecan concentrate its efforts on aircraft that are 
Susreeeveac tO be hostile. 


eee able STING Derradat len 


System processing can also degrade the value of some 


elements ci inrormaticn (see Figure 21). Cne categcry in 
rem this occurs 1s aircraft location. Mas iintormaviron, 
tne mest critical element of target informaticn, is 
extremely time sensitive. AS demonstrated in Chapter JV, 


GOmparatively cmal! time delays can drastically decrease the 


Seemracy of Location information. The example of the 400 
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LOCATICN 


1.d ALERTING 
sig 
PROCESSING TIME 
HEADING 
R/r 1.2 


PROCESSING TIME 


Figure 2i. Intormation Value verses 
Processing: Degradation 


Moot e@ircraft illustrates that the necessary search sector 
Be@urred fOr detection grew from +/-11.3 deg to +/-77.2 deg, 
as a result cf processing and reporting delays. This is a 
See eent de@eradation. aA 22 d@g search sector is accurate 
Qicwmrmiearormatpion. A 1S d€g sector iS Not much better 
MidemeeLermining that the enemy is expected to attack tron, 


his side ot the FEBA. 





system processing also has a negative impact vpon 
heading intormation (see Figure 21). Although neadcing is 
MOt <5 s€nsitive as location information, long reporting 
qelays can degrade these course approximations. This Prey 
lem is compounded when aircraft are making frequent ccurse 
corrections to take advantage ot masking terrain and to con-~ 


fuse alr defense elements. 


Eee Ae GTABLE STING PROCESSING 
The examination cf system processing will concentrate on 
those categories of information which are impacted by pro- 
cessing; primarily identification, location, and heading. 
£ny proposed alternatives Should take advantage of the 
system s ability to improve the value ot identification, 
while attempting to reduce the degradation of leccaticn and 
aeearse intormation. 
Pieoyocem rrocessing 
The ABMOC is not the only node in the system that 
pertcrms processing functions. The air defense coordination 
section, the FAAK sections, and the fire units also process 
Maeeerecorts. Ihe time required tcr the prcecessing acticns 
performed by these elements is not significant when compared 
Pominentrine recuired for ABMCC processing. 
mae coordinate transformetioOn/interfece provided by 
Mmeemmcoordifnation section dees not significantly affect the 
wepenemoe: tarset Lecation information. The long-range, less 


accurate nature of tnis alerting information causes the 





iMidereto te relatively minor. This is not the case wtth 
the FAAR sections. Because the FAAR sections are providing 
Short-range early warning, the impact of their processing 
man “Be greater than that of the coordination section, even 
though it requires less time to complete. The orerator is 
Bocesenmiy réeqvirea to transmit track data; he must also 
interrogate aircraft, assign track numbers, and follow these 
eeenermadit, repcrting cy track number. These procedures 
Mecene dad great deal of tine, affecting the accuracy of the 
location information he prcvides to the ABMOC. The track 
mamigoawing mate is also degraded as a result of rpertorring 
mmesoe tunctions. As the FAAR cperator’s handling rate 
MelreaseS and dgircreft fly farther between reports, the 
heading determined by the ABMOC beccmes less accurate. 
Members of the fire unit crew are also required to 
pmgeess track intormaticn. Sifi@es all -track reports are 
Announced over a single division eir defense early warning 
lweeetodividuals monitoring 515 Channel must determine 
merce nmepcrts apply tc their unit. This is a riltering pre- 
Bessueetgat Can be pertformea by plotting the track reports to 
determine if they fall within the unit’s area of concern cr 
by remembering which grid Squares border this area énd 
meee GiMe 10 reports in those squares. Additional time is 
neoumeduestO. complete this process, but it is offset by not 


SpGcomuacing otcserver VODs oc MemrcevecuU MVeVery alrcrame 





repertéd, even tnoese well beyond the Limits of their 
Syesieht . 
2. “ACNGC PRoce Ss Sine 

In order tc eliminate the delays ceused by ABMOC 
frocessing, it is necessary to understand how that process- 
Mtewlseperformed. tight individuals per shift (sixteen in 
total) are required to pertorm this tunction (see Figure 4). 
Bpcmumen dlr of this crew .is employed in plotting the 
ween reports. Iney= Ourver cOmMumrcdurens ffor tne 1our 
Mmemeesecticns and *trom*AWACS cr the coordination section. 
mei phouter receives track reports trom his sensor and 
picts tne infcrmation backwards cn the long-range or main 
Peetving boards. Fech initial report includes the track 
@esigmatcr supplied ty the source. Subsequent undates alse 
Geeeeen this number, allowing the plotter to connect the 
Moeeros tO approximate the rlight path. 

The officer-in-charge (OIC) and the Teller monitor 
ao eecetGeoadt ble from their fositious om the opposite side of 
miteemercing toOards. ihe CIC analyzes the long-range early 
warning to assist him in the management of nis FAAR cover- 
age. Both he and the Teller attempt tc correiate actions 
Identified on the long-rarge and main plotting boards with 
coe aviation UtLierczay 10g and comtrol intormation 
represented on the friendly aviation board. The Teller also 
announces these track resorts over the DADEW net. The 


actions described above produce approximately 25 sec of the 
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o1.€ sec average processing and dissemination time. If the 
accuracy of the output is to increase, this delay must be 
emiiheantiywreduced. eEffcrts directed at reducing this 
processing delay must be balanced against the increased 
value of identification information which results “rom this 
meocessing. 

Information concerning friendly air activity, which 
is portrayed on the friendly aviation bcard, is received 
during coordination with the DAME. The route structure to 
Pewused by friendly aircraft, preplanned air cperations, IFF 
gemes, and Other coordination information is used by the OIC 
and thre Teller to improve upon the identification of unknown 
tracks. Aircraft adhering to a predetermined route struc- 
ture may De Tentatively identified es’friendly, while those 
mamomme t£riendly coordination measures are suspected hos- 
Elke’. Immediate cocrdination can alse be effected with the 
agemtoreaddditional inforration concerning ongoing missions. 

As an initiel track is received from cne cf the FAAR 
momentos 1b 15 clottec and the Teller is alerted to this 
Gewetrrack. if the tentative identification is UNKNOWN, the 
Teller will announce the track, but he will also observe it 
Meemtry bo Compare its flight path to the flight intermation 
ieee ed) On the friendly aviation board. This requires 
observing a few subsequent plets to aetermine an aprroximrate 


Heading . 
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5S. oummary 

The processing described above preduces both posi- 
eve cand merative wresults. AcCYy §impnoverent in stanrser 
identitication can help prepare fire units fcr engagements 
and help protect friendly aircraft from ettack by SHORAD 
assets. On the other hand, this precessing and the general 
plotting/telling actions delay the reporting of tracks to 
Pmieetere units. 

IY Has been shown that the degradaticn of location 
and heading information is a result of slow input/output and 
pletting procedures. At the same time, it must be noted 
Diets coOerdination performed by the AEMOC is essential to 
Miereving wdentivication. Some methcd of displaying tracks 


MmemmeerooenecesSsary tO Support this coordination process. 


Pee rE OPOSED ALTLIRNATIVES 

Before considering alternatives, the question must be 
eee 1s) «(it Reuse d Vidi ne li abhemo LVNGaw i Lize Tne ofall 
potential of available information? If it cen de ack- 
Mowledszed that locations transmitted by the ABMCC are not 
eeewratve enough to cue fire units, ¢ 19 kr grid designation 
Poet dan ad | km report might be utilized. Thus the sys- 
memmwould provide coly alerting informaticno to the SHORAD 
mepen ots. mith the ABNOC CIC controlling the FAAR erploy- 
Ment end integrating Short end long-renge early warning 


feemmarionr, heliable STING is capeble of providing excel- 


lent alerting coverage of the division. 
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The logical answer to the above question is “yes. The 
system sheuld maximize the value of available information. 
In addition to consolidating intorration, coordination with 
airspace management elements, and providing early warning to 
The entire division, the syster should teke advantage of 
FAAR/SHORAD Grid accuracy. Improvement can be realized 
threugh the modification of existing procedures, alteration 
Greeevoe network structure, automation, or a corbination of 
Lmece. 

imeecoditication of Procedures 

In the area of procedural changes, there is very 
little thet can be dene to streamline the system. The 
Succi procedures practiced by the ABMOC crew are the 
result Of en evolutionary development process. The 
designers of this system have varied their procedures’ to 
waemeze processing delay, while continuing to report each 
Of the Clements of terget information. However, reelizing 
that the main gcal if te get accurate track information to 
the fire unit as quickly as possible, some improvement can 
bemaecnseved by changing the rerortinbne procédures. 

Meome toe List ef pricritized information require- 
rents identified in Chapter III (see Table IV), track report 
BemeesecOlld ce snhertened by removing items of low prior- 
1 Dye. Mecation wand identigication same the most amportant 
elements cf target information, and they should de tincluded 


in every report. ANNOUnRCIA- BonilvewloOCativon end aircrent 
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idéntitication (including track designator) would essen- 
@eemeyer CULL the transmission times in hal?r. Uni orvunavely, 
tniS action would save only 6§-& sec, a small portion of the 
Popakea@elay. 

Therefore, procedural chenges offer little potential 
for improvement in speed if the advantages of coordination 
eeeetc be retained. Ever with a drastic cut in message 
length, the ABMCC processing time does not significantly 
change. The precessing functions identified above must 
Still be performed. Therefore, an order of ragnitude reduc- 
tlon in total delay time could not be achieved. 

Bee rwOork otructure 

Miecomtrast tO [Trocedural changes; = supstantial cuts 
Mieecerey time Can be achieved throvgh structural changes in 
Mmeemuaceriying information network. The most obvious is to 
Stop sending infcrmaticn to the ABMOC befcre it can be 
Meemmomnrtw.ed LO nearby users! Track reports with accurate 
location and questicnabtle identification are received by the 
Peieeee and treck reports with improved identification and 
imaccurate location are transmitted over the DADEW net to 
Ene users. 

—MEEreTi cant TOlNh taal seems tombe overlooked by 
Sumeerers c¢: A€liable STING is that *ireé units cannot take 
emmemrere Of cueing intormation provided ty the system 
Ppmeaee tney are positioned within cr near the coverage of a 


FAAR section (see Figure 22). Only Fire Unit A can receive 
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Location cueing information. As determined in Ciapier 1%. 
the FAAR sections are the only sovrces of accurate cueing 
init orme tion. To Fire Unit B, not vnder the FAAR umbrella, 
this same track report is only alerting informaticn. eer 
cratt must be accurately located within the fire unit’s 


qetecticn range to take full advantage cf this information. 


MAXIMUM FAAR 


OPERATING 
RANGE 
TAAR 

FIRE UNIT 

A x 

— ABMOC 

TIRE UNIT DADEW NET 

B TRACK REPORT 


ireewresze. Fire Unit Reliance on FAAR 


One ot the goals ot the system’s designers was to do 
away with the fire unit’s relience upon a single SAAR 
secticn. They teel that they have succeeded. Alerting 
information from awide range of sources is made aveilable 
mommbaeGmtare unit. However, the tire unit must still depend 
Sieerectiy) on the neerest FAAR secticn fer eccurate loca- 


Ducmememrormation. ff the usé€r is positioned near the fFAAR 
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Seevion, why take accupate pesitiom dave and send it tothe 
ABMCC so that it can be returned, after a processing deley, 
me Iteeccurate information? 

Pyechaemeing the control of information to a combime= 
tion of decentralized anc centralized, the bvenefits of ABMOC 
processing and the accuracy of the FAAR covld both be util- 
ized (see Figure 23). It is pessible tor FAAR cperatcers tc 
@eommenmicate both to surrounding fire units end to the ABMOC. 
This procedure may require the use of the section’s sec 
meow or a diff€rent antenna configuration. fhe advantages 
Pacmemeoll wOrte the trade-oft. Track reports transmitted to 
the AEMCC could be frocessed to provide alerting information 
to eCLements located throughout the division and target iden- 
meereeticn cen be improved. At the same time, the fire 
mais Mear the FAAR section would receive reérorts 5 s@c old 


mussveca Of 3S.C SEc. 


ACCURATE LOCATION FAAR FAAR 
AND TENTATIVE 
IDENTIFICATION 


\e 
FIRE UNIT 
\ 


CONSLIDATELD ALERTING AND ABMOC 
PMPROVSD IDENTIFICATION “ 


OTHER SOURCES 


becentralized/Centralized Information Control 
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To take advantage ot this approach, the fire unit 
merec Oe Tedu@ared to menitcer beth the DADMA net and a local 
FAAR net. The best combination would te to use the HF/AM 
radics, planned fcr IMSCS, for DADEW reports and the VEF/IM 
raig@ios or TADDS receivers for the FAAR net. The most accu- 
rate location infcrmaticrn would be eveilable on the FAAR 
net, along witn a tentative iaentitication. The DADEW net 
wOUld provide alerting information beyond the coverage of 
the local FAAR, conrmand and control information, and emer- 
Bemey alert iaformaticn. 

Mie MSCs procedures are similar to this approach. 
Long-range early warning and command and control information 
are transritted to the FAAR sections. The FAAR operators 
Doewwiae these reports with their short-renge é€arly warning. 
Saeevemr ais adgproach only requires the fire unit to fonitor 
ome scanly warning radic frequency, it placeS a greater bur- 
meen the SaekaR operator. since he is the only source of 
meetmcare ilLe¢cCation irtcrmaticn, his processing load should 
Mere cre increased. 

maewMoCOmprOcedures alsoncannotestake advantage of 
Scoromneticn with the DAME ana FCC unless flight cocrdine- 
tion intormation is ~assed down to the FAAR sections. Again 
Miemmonsocssing tlboad would limit the effectiveness of the 


Seect1ousk 
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Saeeautomati on 

The third alternative to stendard Reliable STING 
operations would reduce time delays by automating sore oft 
the processing and reperting precedures. Recent develcp- 
ments in size reduction ard performance enhancement of 
Meerccemputers cftfer a technclogy that is presently 
oereeaole at a relatively lew cost. An examwple of the 
pemercation cf this technology is the Theater Target 
Analysis eénd Planning (TAP) system. [Ref. 14] Using commer- 
cially available ‘desk-tcp” computers and peripheral 
Gewees, the Defense Nucleer Agency developed TAP to assist 
freweam tire planners in the corps TQOC. TAlS ype of 
epproeach is importart because one of the goals of this 
Mteors owas tO avoid rewriting the ré€quirerents for the 
autcmated SEORAT-Cz system. 

Bor Gae purposes Of automation, Tt is again impor- 
tant “to Mememuer= Ule Collect ives fuhat Shou pe prceme ved. 
From the users’ roint ot view, the primary goal is to 
meeseme,y aceurate ard tirely intormaticn to the fire unit. 
The ABMCC’s ability to provide improved identification 
tnorcugh coordinaticn Wiel the DAME/FCC and produce 
femgotmaated alerting intorration are also iffortant charac= 
bermisuLes that must te retained. 

Automation of Reliable STING should not be a opvre 
Soprceeach, but combined “with precedural and ¢tructural 


CManees. Cniy by reducing the amount of processing and 
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Tininizing human participation can the time delays be signi- 
icantly reducec. Some human participation will always be 
required: the user’s. With him in mind, one must determine: 
Seeemeemethod of filtering out pertinent information. 
o The method of communicating this air defense information. 
The examination of Reliable STING processing 
reveeleéd that use of a Single broadcast net requires the 
Poemomve ~rocess track reports to see if they are rertinent. 
ieee iyine the suggested structural change, this filtering 
MmeG@esoecand be reduced. if the fire ubit. receives track 
reports from a nearby FAAR section (one whose umprella 
extendes over the unit’s operating area) there is a greater 
provpeaollity that tnese repcrts are important to the unit. 
meSeecoma BOlnNY that must be Established 15 the means 
feet m the tire unit will réceive air dcetfense infcrmaticn. 
Siencwcanm receive information communicated ty voice, graph- 
Mecmmaevice, cr text display. Under MSCS a graphics display 
(TAIDS) is used ana Reliable STING communicates by voice 
ever the LAPEW net. The Army presently owns cver ¢<5¢@@ TADDS 
Memmnces which only provide location to the nearest = km. At 
the same time, the stardard FAAR is cepable of transmitting 
Locations (RFDL) to the nearest 1 km. A quick comparison 
“OintS out that rAAR/RFDL is as accurate as Reliable STING 


Bndgeeeebeperhars something should be «done t0 improve the 


EA 


Mees device. 
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There ere factors that support improverent of the 
TALDS system. As mentioned above, they are already in the 
Army inventory. The system also hes a built-in VHF/EM 
receiver. Poy Dey device would recuire this capability or 
would have tc te operated with a tactical IM radio. With 
fais in mind, the possibility ot adding sore limited logic 
capatility tc the TADDS system snovld te explored. i 
PeGroaprocesscr capable ot pertorning the tollowing funetions 
weuld greatly enhance the device’s capabilities: 


c Allow the user to change the reference scale from & km to 
eK Mies 


o Transform tne displéey from sensor centered to weapons 
Somremed Or weapons offset. This would include permit- 
momeeume USer tc Enter his location and that of the FAAR. 


Cerprrovide wirited memory eto store the last few BAAR 
transmissions. 


aese functions could be accomplished with less rrocessing 
rower than that available in an advanced hand calculator. 

By allowing the user to choose the presentation 
feceewetae Cevice could be us@€d To Erovide alerting informa- 
fmomeourpe tC lo Am. AS tergel[s would apprcech the fire unit, 
the scale could te changed to take advantage cf the sensors 
jeeemtey. “Sen b UliS Point the device wovtld represent a 7~by~7 
pamecmare instead of the standard Sosby-co ur. To make this 
Change effective, an cfiséet user position may be necessary. 
PecoomtlOnime an ooserver along an e@ee of the display, aw 
Meecteo-7eem ct dicplay weuld oe projected tewards attacking 


€aircraft (see Figure <4). The other alternative is to 
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Peertion the user in the center of the dewice. While 
emplcying al Km scale, this would project at least 3 km in 
ple “ainections. 

A memory capable ct storing the last tew FAAR 
transmissions would also be required. This would allow the 


mwser to change scales without losing the latest track data. 





CBSERVER LOCATION 


eure 24.) recount i guredmiAviorwevice 


‘hen the FAAR operator transmits a SYMBOL ALL CLEAR message, 
Taeecen@emory coulda also be cleared. Memory Size would depend 


upor the number ct tracks transmitted tetween clearing 


cperations. 
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In addition to improving the display device, some- 
thing should te cone to automate the manual Procedires 
perzcrmed by the FAAR cperator. The FAAR systems in the 
tielaq today require a great deal ot manual Part iC 1 Carwin itn 
the transmissicn of track reports. The FAAR ocperater has 
the option of selecting manual or automatic IFF challenge 
Pmeeedures. B8eycnd that point the system does very little 
by itself. If the operator wishes to transmit the location 
and tentative identity ot a given track, he must position a 
Seve Of cross-~hairs over the target projection using a joy- 
Stick. Once this has teen accomplished, the operator must 
Poees a button identifying the target as FRIENDLY or UNK- 
NOWN. This action causes an RFDL signal tc be transmitted 
To the TADDS device. 

The pertormance ot this system could be improved by 
ere cuvomation of three functions; 

Ome cansm:ssion of target location. 

Mee Gansmission of tentative identification. 

Meercscsieorent of track nurbers. 

Qncé€ a target has preen challenged by IFF, the results of the 
inte€rrogation are represented on the SAAR CRT display. This 
mien meatien 1S transmitted by the Receiving System to the 
ieeeteyaorstem. ([Ref. 15) A microcomputer could corbine this 
PttmmatiOn with the target locations stcred in the Data 
Link System to free the operator from having to ranually 


sevect tme identiticaticn. Dingew Varecet Loca lems. aime 
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=vG@mec, a cOmputer covla access this data and cycle through 
tae current targets autoratically transmitting tne latest 
location informaticn. The SYMBOL ALL CLEAR signal could be 
Pommodicelly transmitted, as well. 

itiegdcition tc Iccatigm and identification, the PAAR 
Seeoe transmits a radar identification pattern and a separate 
alert signal tc identify a new track (cne that has not teen 
transmitted oefore). With these two pieces of information, 
Geer Aumcers coulda be generated. A dDlock of track numbers 
could be available in the software (1-100, for example). 
meomead Dew target 1$ detected the computer selects the next 
Emused number and combines it with the FAAR identification 
Rempeoacuce the alrcreft track numter. nic hice mn) eof ee tas 
Dumber in FAAR transrissions wovld aid the ABMOC operators 
mimeumerr task cf informaticn correlation. 

The goals of utilizing the ABMOC’s ability to 
Mepmewe identification infcrmaticn and provide consclidated 
miei InfCrmation cannot be realized unléss this target 
iatormation ils disO transiritted to the ABMOC. It the first 
Seeomeim automating Reliable STING is from the FAAR to the 
meGemudins. the second shculd be from@the FAAR to the ABMOC. 

Moen Of the YAAR sections brodadteasts on a different 
Vieroeewedcy. this prevents inteprerence between sections 
aHdecnoOWweS sire units to change sensors by changing the fre- 
emevmmesetttine On the TADDS device. fhe fact that they 


muerdtemenedisrerent treéquencies also eliminates the need 
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Zeene hes tO Synchronize or otherwise contrel their 
transmissions. These transmissions could te treated as 
asynchrencus and collected by a microcomputer acting as a 
concentrator. 

Hie concentrator would have separate rorts ana 
cuffer space for each ct the senscrs (see Figure 25). Each 
muriter wOuld holc the last track report received from the 
FAAR secticn. The concentrator would access the buffers in 
eee eeere' Manner, transmitting the FAAR reports et a much 
meager Speed tO ancther computer, which could drive a CRT 
Geese y Or relay reports to the DAME, FCC, and others. 
These procedures could be implemented in the ABMOC withcut 
automating the FAAR. The RFDL signals initiated by the FAAR 


@eeea or cOuld alsc provide the inputs Yor this system. 
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In order to perform its coordination and dissemina- 
maomerunections, the AEMOC requires the capability to: 
Omics play track data. 


© Pertorm heading calculations, coordinate transforrations, 
aeoctner computations . 


o TLDisplay coordination reasures. 
Oo Display frienaly air aefense assets and radar coverage. 


Se communicate ccecrdination information to the DAME, FCC, 
and ADCS. 


Gembisseminate early warning, command and ccntrol, and emer=- 
pemey alert infcriretion. 
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Figure 2€. Automated STING Network 


These tunctions cculd te perfcrmed by a grcup os microcom— 
puters and their supporting equipment, eonnected-- by a 
high-speed local network (see tigvre c€). As stated above, 


track reports could be communicated to an Airbattle 
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Monitor staticn. At this station, the OIC or NCOIC could 
observe the tracks (long and short-range), while coordinet- 
ing FAAR coverage. Ata second station, perhaps the ‘Track 
Report Station, track reports would be examined end dissem- 
inated ty the Teller. Unknown reports would be compared to 
e@irspace coordination measures, which could be eccorplished 
either manually cr automatically. Updates to aircraft iden- 
tity wovid be transmitted to all the other stations. 

peere ‘are Other functions “that could Valso be 
perscrmed oy an autcmated system. If track nurbers were 
ameoayle, tne system could approximate the Weading in the 
Sar€é manner as it is computed manually. If a clock device 
was used to date the track reports (time ot receipt), an 
@epreoximate speed cculd also be determined. Coordinate 
transformations could be pertormed automatically. 

The third step in this automation prccess would be 
TOU meuwork the AEMOC, ADGS, DAME, and FCC (see Figure 26). 
whereas the FAAR linxs would be on@€-way, two-way communica- 
tions are required between the ABMOC and each of these 
ew tenso. Ihe majority of the traffic “would, however, tbe 
Oummeuemeted ss by the AEM@C. Since these elements are not co- 
lecated, military televhcne or radio links would be required 
TOmecousectethem,. A microcomputer functioning as a communi=- 
Cawuouscmerocessor could be utilized to interface between 


these stations and the internal ABMOC network. 
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70 reduce the amount cf processing performed ty the 
ADCS, a&n attempt Shoula be made to extract information from 
tne automatic data links which connect the Hawk BOC to the 
batteries and the air defense group CP. The coordination 
section’s computer could display the tracks fassed on these 
links on a CRT alcng with the short-range tracks previded by 
the AFMOC. Long-range tracks that appear to threaten the 
division could be selected “or transmission tc the divisicn. 
The computer’s sottware could continue to update these 
tracks. 

The ABMOC’s consolidated alerting information, air 
Meeense COinmand and control, and emergency alert information 
Metedece broadcast by voice to the entire division. Uaies 
tbrocedure, the seme as used today, would be sufficient for 
eeeemerge infOrmation. This is true, only because the FAAR 
meuec. DE transmitting cueing information te the fire units. 
These voice transmissions would also allow any divisionel 
mimevemyo receive the inforreation. 

Vancsetveuatonrmayvion Can be Uransmitted ~ to the tire 
mmevemoca faster Wito HYDL, than by utilizing standard radio 
Pees s SLOns. PCWEVeCT, an WeccUuratve warsplay device is 
required to take advantage of this speed. The FAAR 
pe cicmmeertoncmere alsc the Key tc enhanced etfectiveness of 
PeIscemomercermwoms. tf track report processing functions were 
automated and voice transmissions by the FAAR secticns were 


continued, Weree redicticns in déley tire would not be 
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Moescewtle. Ey entering RFDL signals into the system, the 
@emeys caused) by the FAAR cperator and the ABMOC pletters 


Could pe Elirinated. 
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VII. SUMMARY, CONCLUSICNS, AND RECOMMENDATICNS 


Pee SUIMIAR Y 

feces o HORAN fire unit was idemtitied as the primary 9 user 
of the air defense infcrmation prcvided by the Reliatle 
STING Early Warning System. When this user’s information 
Peemirements were identified, the elements c* informaticn 
essential for minimum effective performance where also 
determinea. Excluded trom these minimums was short-range 
early warning information, the accurecy of which represents 
Piicmmoet erence between ninimul: and optimum levels or infor- 
MeabrOme Support. 

immercs 1OUNd that the sources Of information availatile 
Momma tle STING provided the system with the necessary 
intormation to satisty the user’s requirements. Short-range 
Piwmemewarniineg  creduced by the #AAR secticns was cetvermined 
bompemrje TOSt accurate in terms of target location. Eow- 
ever, this accuracy was significantly degraded while the 
PeccmrnepOrtwwas being tvtrocessed. This Seme processing 
impreved the value ot identification information and did not 
atfect the essential elements of information. ae “leer 
ences in value between the system's inputs and outputs 
resulted from the slcw manual procedures performed by the 


ABMCC operators and the centralized approach to information 


proces sige. 
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The suggested enhancements were directed at prov addin 
greater information value by reducing the delays associated 
with the present ccncept. The determinaticn was made that 
processing delays ccovld be r€duced by modifying procedures, 
daeverimg the underlying structure of the syster, automating 


Peeecostte functions, or some combination of these three 


eSeerdecnies. 


pee CONCLUSIONS 
miley sis Of the Reliable STING concept reroduced the fol- 
lowing conclusicns: 


o Reliable STING provides a framework for managing the flow 
Ota, detense information more erfectively than previous 
SHORAT command and contrecl precedures. Even though its 
manual processing is slow in terms of short-range early 
warning, the system is capable of providing timely 
transmission of long-range early warning, externally gen- 
GmaGged command <nd controk information, and emergency 
emertt informaticn. 


Cueempers impossible for the AFMOC to fprevide accurate 
short-range early warning information. High perrormance 
eeeperait fly too fast for the system to handle. The 
Soeeeeeads track TeErPOTis, transmitted by the syster, provide 
adequate support fcr long-range planners and intermediate 
level coordinators and managers. However, the opere- 
tional users (the fire units) require the fotential 
aqecumecyee@e this short-rangemearly-warnimg information to 
tnerease their level of performance above the rinirum. 


Ca emcee t, of toe ABMOC to improve identification infor- 
Mmawow through co@rdinaticn and ccnsclidaticn should not 
be degraded. This is a valuable function that will still 
have tc be performed «when SHORAD wearons are deployed 
with IS! devices. The identification adaetermined by a 
Stinger IF}! wiil not be any better than that provided by 
Pe monmtawe Interrogation devices. This improved lInfor= 
metion would eéelsc allow fire units to concentrate their 
CenOmesmeonmmannrcraft which ere suspected hostile. 
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Beth Reliable STING and the enhanced MSCS should adopt 
decentralized procedures for processing short-range early 
warning information. Whether the systers functions are 
automated cr remain manual, this step wceuld greatly 
improve the accurecy of location and heading information 
Poeoritded to the fire units. 


JioeeencrMarce ct Reliable STING could be greatly 
improved through automation of its information processing 
sunctions. B8cth the track handling rate and the total 
number of @alrcraft that could oe processed would 
increase. At the same time, the delays imrposed upon 
shert-rarge early warning information would be signi?i- 
Cem, TECUCcECd. 


RECCMMENDATIONS 
The following recommendations are made: 


Reliable STING’s procedures tor transmission of short- 
range e@arly warning should be altered. FAAR sections 
Seoumansbproeacast treck report informetion tc surroundineg 
PeEemuni Go, 10 addition to their transmissions to the 
A BPAOG . 


MOMiiemimi Ze toe Effectiveness Of the FAAR sections, the 
ABMCC OIC shculd ensure that these sensors are positioned 
MOmpmeovided accurate cueing informeticn fer flre units 
Meee bOe fOSt Criticai missions. Positioning SAAR sec- 
tions to provide alerting ccverage ct the entire division 
end to Supplement the coverége Of Hawk sensors should not 
meme OOly Considerations. 


Pepe suc lL hSeswould abe provided) mith a device which would 
sao Un em  tONreceive digitel wueing informetion. Poten- 
Pune rOVvVenents to the TADDS device should be examined 
tc determine pessible hardware and firmware combinaticns 
that could be applied to this need. 


meeasimeaeron Or  seVCC funetions should be explored in 
glenaull. ieee receipt. = orccessune sand Ccordination 
tasks should be analyzed to determine the configuration, 
Se eecmeme periLormance Trequirements tor such a system. 
Boose Systems, the Theater Target Analysis and Plan- 
ning syster for example, should de examined to determine 
ip eereomueneatures and Configurations are applicable. 
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